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B.1 [bookmark: _TOC_250011]PERFORMANCE WORK STATEMENT

1.0 BACKGROUND

The mission of the Department of Veterans Affairs (VA), Office of Information Technology (OIT), VA Central Office (VACO), End User Service, End User Operations (EUO), VACO IT Asset Management (ITAM) is to provide equipment and logistical supports to over 14,000 users across the National Capitol Region (NCR) which consist of District of Columbia, Maryland, Virginia, and West Virginia. VACO IT Asset Management provides storage and transportation of inventory from its origin to its destination and in the course of its operations, requires efficient and reliable logistics services for the transportation, delivery, and handling of IT hardware and related equipment.  It involves maintaining the inventory, resources, and related information, and getting the goods to the right location at the right time and to the right customer. The Provider is a professional logistics company specializing in IT hardware transportation and logistics services. The Provider possesses the necessary expertise, resources, and infrastructure to fulfill the VACO ITAM's logistics needs effectively.

VACO ITAM provides IT equipment resources to employees using a fast pace, efficient, and reliable logistics methodology. IT equipment includes but is not limited to workstations, monitors, laptops, servers, racks, printers, scanners, switches, routers, video teleconference equipment (phones, polycom, smartboard, TV’s, etc.), and mobile devices such as Smart phones and Smart tablets.

2.0 SCOPE OF WORK
The Contractor shall provide IT logistics support for the NCR and the National Emergent program.  The contract support will consist of loading, unloading, shipping, delivery, stock count, physical and electronic inventories (annual, semi-annual, and special inventories), reallocating IT assets, fulfilling NCR and national emergent IT requests, performing all necessaries actions to excess IT assets to include removing media and preparing all required documents. The scope also includes inventory data accuracy, disconnecting and reconnect of IT equipment, receiving new deliveries, and inter- and intra-office transferring for all IT assets that fall within the operational management purview of ITAM. 

The Contractor shall manage the processing and distribution of supplies and equipment including the storage and transportation of inventory from its origin to its destination.  The contractor validates supplies and equipment prior to acceptance by VACO ITAM, coordinates shipments, creates and executes schedules, and supervises logistics, including its own logistics and supply chain analysts and specialists.  The Contractor shall manage IT supply orders processing including the receiving and filling of customer orders for IT hardware or logistics services. It involves coordination between various Departments within the VA, as well as communication with external and internal customers.  

The VA uses a ticketing system software (currently Service Now) to resolve internal customers’ IT issues by streamlining the resolution process. This system is used nationwide to capture a wide variety of customer issues, including customers’ orders.  This system is used for incident or order intake, tracking, transferring tickets to appropriate departments for resolution, and/or fulfilment of a good.  The VA does not have an order management system (OMS).  The VA also relies on two stand-alone Asset Management systems (currently SOARD Maximo and AMES-MERS) that are solely used to ensure assets are properly recorded and accounted for.  The Contractor is expected to monitor and validate the number of pieces of inventory and accuracy of the data that are received from the Office of Administration (OA), Property Management Division prior to being transferred to VACO ITAM responsibility.  

When an order is received via the ticketing system, it must be reviewed to ensure that all the necessary information is present and that the IT hardware requested are available and can be shipped promptly. The contractor is responsible for identifying the availability of the goods, packing, preparing the bill of lading and/or shipping label, validating the customer’s correct name and address, telephone number, and other pertinent information, and shipping the order.  

The Contractor shall manage the warehouse and/or VACO ITAM hub of logistics by storing goods and materials in a designated location.  This process could entail the storage of IT hardware and materials that are not currently in use, by may be needed in the future. The Contractor shall manage logistical packaging, which will involve working with cardboard boxes, wooden crates, and plastic containers.  The Contractor shall be responsible for the transportation of the goods from one location to another ensuring that the goods arrive at their destination safely and on time. 

The contract shall mange the “National Emergent Need” program which consists of shipping IT hardware that’s needed immediately upon request through the VA’s ticketing system.  This program is specially for providing IT hardware in the case of a natural disaster, End User work stoppage and/or IT hardware failure in support of a VA facility.  These IT hardware needs and/or failure may causes a negative impact on our veterans.   

3.0 SPECIFIC TASKS AND DELIVERABLES
Performance of this requirement occurs in fast-paced dynamic environment with stringent task execution timelines. Some tasks will require physical lifting and will present endurance challenges for the resources dedicate to perform those tasks.

The acceptance of deliverables and satisfactory work performance required herein shall be based on the timeliness, accuracy and standards as specified in the requirements per this PWS. The VA Program Manager (VA PM) reserves the right to prioritize work, provide guidance, and revise delivery dates. The COR and VA PM will review the Contractor deliverables for acceptance in accordance with all specifications stated in this PWS.

3.1 Program Management
The Program Manager (PM) will be involved in all aspects of daily project activities and will be responsible for organizing and assigning work responsibilities to contractor personnel.

3.1.1 Kick-off Meeting
The Contractor shall not commence performance on the tasks in this PWS until the kick-off meeting has been conducted. The Contractor shall hold a technical kickoff meeting remotely/virtually within 10 days after award. The Contractor shall present, for review and approval by the Government, the details of the intended approach, work plan, and project schedule for each effort. The Contractor shall specify dates for the kick-off meeting and provide an agenda to all attendees at least ten (10) business days prior to the meeting. The Contractor shall provide meeting minutes to all attendees within three (3) business days after the meeting. The Contractor shall invite the CO, Contract Specialist (CS), COR, and the VA PM.

3.1.2 Additional Meetings
In additional to the technical kick-off meeting, the Contractor shall meet with the COR and/or VA PM as determined necessary by the COR and/or VA PM no less than quarterly. The Contractor, COR and/or VA PM may request a meeting whenever the need arises. The Contractor shall prepare minutes of the meeting and submit as an Action Memorandum for review and acceptance by the Government. The written minutes of these meetings shall be signed by the Contractor. In the event the Government non-concurs with the meeting minutes, the Contractor will be so advised, and additional communications must be conducted until resolution of the meeting minutes is resolved. The meeting minutes are due within five
(5) business days after the meeting.

3.1.3 Project Management Plan (PMP)
The Contractor shall provide a detailed Project Management Plan (PMP) and briefing for the project team, within fourteen (14) business days after award effective date which presents the Contractor’s plan for completing the contract describing the technical approach, management plan, organizational structure and resources, and management controls that will meet the objectives of this PWS. The Contractor's plan shall be responsive to this PWS and describe, in further detail, the approach to be used for each aspect of the contract as defined in the proposal. The Contractor shall keep the PMP up to date throughout the period of performance, specifically; the Contractor shall provide recommended updates in the form of tracked changes in Microsoft Word, as part of the weekly report. Negative response indicating no updates are made is required. Further, the Government may, at any time, request additional updates that will be completed by the Contractor and delivered to the Government no more than ten (10) days after the request. These updates may include the addition of activities not included in the initial plan. Contractor shall provide recommended changes to VA PM, COR and CO. Any recommended changes that impact the price shall be identified with price impact and shall not be implemented until and unless approved by the CO through a modification.

The final PMP shall comply with Project Management Institute (PMI) suggested requirements and shall be inclusive of the following deliverables, at a minimum:

a. Staffing Plan: The staffing plan is to define the roles and responsibilities for all personnel supporting the contract. The goal of the plan is to ensure the contract support staff is properly aligned to objectives of the PWS. Staffing plan should also include the Contractor’s organizational structure in support of the contract. The Contractor shall provide a detailed hiring plan and tracking tool that shows status of hiring including background checks, Personal Identification Verification (PIV) and start dates. The tracker shall include issues related to hiring and be included on the Risk and Issues Matrix for mitigation. The Staffing Plan shall also demonstrate the Contractor’s process for immediately identifying and taking appropriate remedial action in addressing Contractor personnel determined to be unacceptable in terms of technical competency or personal conduct in performance of contract activities. Contractor remedial actions shall be executed in a manner that does not disrupt or degrade the quality or timeliness of services. All contractor changes must receive prior approval from the VA PM and COR. The Contractor shall create and maintain a staffing tracker.

b. Contractor Communication Plan: The Contractor shall outline the Contractor’s roles and responsibilities of project participants in the review, approval, and dissemination of information about key project processes, events, documents, and milestones.

c. Risk Assessment and Mitigation Plan: The Contractor shall conduct risk identification, risk analysis, risk management, and risk monitoring and reporting, focusing on the processes, resources, and data sources critical to managing the project. The Contractor shall provide a Risks and Mitigation plan weekly. Risk and issues shall be reported during the weekly report as critical, high, medium, or low. A description shall be included of the risk/issue, the owner, progress made, and management strategy as applicable. Weekly status will be provided on each risk until they are closed out. The PMO may request that a perceived risk or issue be added and tracked for the contract.

3.1.4 Quality Control Plan (QCP)
The Contractor shall provide a detailed QCP within fourteen (14) business days of contract award. The QCP shall be reviewed quarterly and if there are any changes, the updated QCP shall be submitted to the PM and COR. The QCP shall document the overall approach to quality assurance activities. The QCP shall provide specifics regarding how the Contractor defines, implements, and assures quality during the contract life.

3.1.5 Weekly Progress Report
The Weekly Progress Reports shall cover all work completed during the reporting period and work planned for the subsequent reporting period. The report shall also identify any problems that arose and a description of how the problems were resolved. If problems have not been completely resolved, the Contractor shall provide in writing an explanation including their plan and timeframe for resolving the issue. It is expected that the Contractor will keep in communication with VA accordingly so that issues that arise are transparent to both parties to prevent escalation of outstanding issues. All weekly reports shall be sent to the COR and the VA PM. The weekly reports shall include at a minimum:

a.  Detailed report of activities, including accomplishments and shortfalls. The report shall be detailed as the following:
· Number of assets verified and in the VA’s logistics System of Record received from the Office of Administration, Property Management Division.
· Number of requests for assets to be picked up across the National Capital Region (NCR).
· Number of IT requests processed in VA’s current ticketing system.
· Number of assets processed for excess.
· Number of assets updated in VA’s current logistics system.
· Number of assets inventoried in the NCR to include actual locations (building & floor).
· Number of lifecycle refresh assets issued.
· Number of VACO/emergent requests not addressed within 48 hours.
· Number of notifications received, the response times, and any notable observations
b. Activities planned for the next reporting period.
                  c. Lessons Learned (e.g., problem identification, issues or delays, and any corrective actions taken).
· Provide in writing an explanation including the plan and timeframe for resolving the issue. 

The Contractor shall deliver documentation in electronic format, unless otherwise directed in Section B of the solicitation/contract. Acceptable electronic media include current and future versions of Microsoft Office Suite Applications and Adobe DC (PDF).

**All data submitted via reports will be validated Bi-weekly by the VA Technical PM or designee; however, the national emergent requests will be validated daily.

3.2   IT Asset Management Support Services
3.2.1 Receiving/Pickup IT Equipment
The Contractor shall perform the following when receiving equipment from the Office of Administration (OA) and /or vendor:
· Pickup IT equipment from Warehouse Logistics and move to appropriate storage location every business day at 10 a.m. and 2 p.m.
· Verify equipment being received in the Inventory Management System (IMS) (currently Maximo) for 100% accuracy and completeness of the record against the purchase order and asset(s) information contained within MAXIMO.
· Assist with barcoding of equipment.
· Assist with opening boxes/cartons to expose equipment.
· Assist with repackaging equipment.
· Upon receipt of equipment the contractor shall do the following:
· Identify if the equipment should be placed in stock, delivered to end user, stored with national program/project or excessed.
· Email VACO ITAM and Office of Administration, Property Management of what was picked up and any issues or discrepancies if assets were not picked up doing the allotted time. 

The Contractor shall perform the following when picking IT equipment from offices within the NCR:
a. Monitor SNOW for IT asset pick up requests from organizations across the NCR.
b. Process SNOW requests within 48 hours and on occasions within 24 hours and/or immediately as directed.
c. Update equipment record in IMS and close ticket immediately upon receipt of equipment. Upon return to the work area immediately identify if equipment should be placed back in stock, repurposed, delivered to the return to manufacture coordinator, stored with a National program/project and/or excessed.
d. Provide hand receipt for non-barcoded assets to point of contact at the time of pickup…

3.2.2 IT Equipment Refreshes
During IT equipment refresh projects, the Contractor shall perform the following:
· Intake of old assets and immediately update IMS
· Issue new assets to End User after updating all the required fields in the IMS
· Affix barcode to any old asset with a missing or faded barcode immediately upon intake
· End sure the new IT Asset is assigned by End User at the time of issues

3.2.3 [bookmark: _Hlk155788534]Fulfill IT NCR Equipment Requests
[bookmark: _Hlk155788593]The Contractor shall fulfill customers IT equipment requests as follows:
· [bookmark: _Hlk155789423]Monitor IT equipment requests in SNOW Portal and respond to all customers requests within 48 hours and on occasions within 24 hours and/or immediately as directed.
· Identify requested equipment and retrieve from current stock for issuance to the customer.
· Update the IMS with location, responsible organization and employee.
· Verbally notify COR, VACO IT Asset Management immediately of any issues and/or road blocks when fulfilling VIP or emergent need request.
· Update the SNOW Portal work notes section with the make, model, barcode and serial/service tag number immediately upon fulfilling IT equipment requests.
· Update all SNOW request every Friday with the latest update.
· Ensure equipment is signed for in MAXIMO by the respective customer upon IT equipment delivery or pick-up and the ticket is immediately transferred to the appropriate Desktop support team or closed depending on the type of request.
· Resolve all SNOW requests within seven days and close request to requestors satisfaction.
· Upload all inventory scanner within 30 minutes upon return to the warehouse or the 810 Vermont NCR site.

3.2.4 Fulfill National Emergent IT Equipment Requests
The Contractor shall fulfill customers IT equipment requests as follows:
· Monitor SNOW Portal for all emergent requests for desktop, laptops, monitors and printers and process within 24 hours and/or immediately as directed.
· Process at a minimum 175 SNOW emergent request per day
· Pack and ship requested items to the requested VA facility within 24 hours
· Update SNOW request with all the required fields prior to shipping
· Provide a weekly report of how many emergent IT request were processed

3.2.5 Relocating IT Equipment
The Contractor shall perform the following when relocating/moving IT equipment for the NCR:
· Monitor SNOW Portal for all IT equipment relocation/move requests.
· Perform disconnect and reconnect of all IT equipment move requests.
· Move IT equipment only for up to 10 people per request.
· Prepare the equipment for the move to include packing the equipment in Government provided boxes with adequate packing materials (bubble wrap, Styrofoam, moving blankets, etc.) to ensure protection against damage during the move.
· Pick up the equipment from locations across the NCR and move to the new location.
· Unpack the equipment and collect any packing materials for reuse.
· [bookmark: _Hlk155626277]Scan equipment to new location and upload scanner into IMS immediately upon returning to warehouse and/or 810 Vermont NCR Site.
· On occasions relocate IT assets immediately as directed by VA Project Manager.
· Update and close the Service Now ticket immediately upon returning to warehouse and/or 810 Vermont NCR Site to include all move details.
· Measures: Update IT equipment relocation/move Service Now ticket within 48 hours with the scheduled date, time and point of contact. 
· Move/relocate IT equipment within five (5) days of receiving ticket via Service now.

3.2.6 Inventorying IT Equipment
The Contractor shall conduct a physical ad hoc, monthly, quarterly, semi-annual, and annual audit/inventories of all IT equipment within the NCR under VACO ITAM purview. While conducting IT equipment inventories the Contractor shall:

· Coordinate with the VACO ITAM government representative and respective organizations’ point of contact to determine the scope, time, date and location of the inventory to be performed.
· Inventory the designated locations, adhering to VA Handbook 7002-1.
· Verify the equipment characteristics in the IMS against the affixed barcode.
· Affix new barcode when the barcode affixed to the equipment is faded, unscannable, or missing.
· Upload the scanner into the IMS immediately upon returning to warehouse and/or work area of the day.
· Maintain accurate records of audits/inventory and provide a detailed report after each inventory to the VA Project Manager and the VACO ITAM/organization POC’s to include any issues and discrepancies.
· Resolve any discrepancies or issues identified during inventory checks within 3 days after completion of inventory.
· Completion of physical audits for 100% of equipment within 5 days of each semi-annual and annual period.

3.2.7 Processing Excess IT Equipment
The Contractor shall prepare excess IT equipment and all necessary documentation for turn-in to OA as follows:
· Coordinate with VACO ITAM government personnel to determine equipment use status (repairable, non-repairable, and usable).
· Usable equipment shall be returned to stock and the equipment record will be updated immediately.
· Non-repairable equipment shall be processed within 48 hours of receiving it and prepared for turn in to OA. This includes assets that can be turned in via MAXIMO and/or soft copy.
· Prepare excess documentation to include VA Form 2237 Request, Turn-In and Receipt for Property or Services; VA Form 0751, IT Equipment Sanitization Certificate, and a Turn-In request via IMS.

3.3 DELIVERY SCHEDULE

	Deliverable
	Delivery Date

	Staff Roster
	3 Business Days after Award

	Kick-Off Meeting
	10 Business Days after Award

	Project Management Plan
	14 Business Days after Award

	Quality Control Plan
	14 Business Days after Award

	Weekly Progress Report
	10am every Monday



4.0 CONTRACTOR EXPERIENCE REQUIREMENTS - KEY PERSONNEL
Certain skilled, experienced professional are essential for accomplishing the work to be performed. These individuals are defined as Key Personnel and are those persons whose résumés must be submitted and marked by the Contractor as Key Personnel under the Technical Approach factor. Prior to key personnel being removed, diverted, or replaced from work, Contractor shall provide notice to the PM, CO and COR. If such a circumstance is necessary, a comparable replacement will need to meet the requirements of the PWS.

Substitution of Key Personnel: All Contractors requests for approval of substitutions hereunder shall be submitted in writing to the VA PM, COR and the CO at least fifteen (15) calendar days in advance of the effective date, whenever possible, and shall provide a detailed explanation of the circumstances
necessitating the proposed substitution, a complete résumé for the proposed substitute, and any other information requested by the CO necessary to approve or disapprove the proposed substitution. The VA PM, COR and the CO will evaluate such requests and promptly notify the Contractor of approval or disapproval in writing. New personnel shall not commence work until all necessary security requirements have been fulfilled. Any substituted personnel shall have the equivalent or better education, experience, and credentials than the personnel they replace, subject to VA review and approval.

The Contractor shall provide a complete Contractor Staff Roster within three (3) business days after award. The Contractor Staff Roster shall be updated and delivered only to the COR and VA PM within one (1) day of any changes in employee status, training certification completion status, background investigation level status, additions/removal of Key Personnel and additional personnel, throughout the period of performance.

Contractor personnel shall be fully qualified and have the level of experience necessary to accomplish the requirements of this PWS. Additionally, Contractor personnel shall be acceptable to the Government in terms of personal and professional conduct, as well as technical knowledge. All Inventory Management Specialists should possess at least two (2) years of experience working in logistics, and must have the ability to use Microsoft Windows, and current versions of Microsoft Office Programs and applications.
Additionally, the Contractor is required to utilized current and/or future versions of asset management systems. The current versions of the asset management systems in use by VACO ITAM is MAXIMO and Service Now (SNOW). When performing these tasks, the Contractor may be required to move items, crawl under desks, bend, stoop, etc.

Any Contractor personnel determined to be unacceptable to the aforementioned standards and requirements at any time, shall be removed and replaced by the Contractor at no additional costs to the Government. Contractor personnel are to provide services in a support role, final decisions regarding VBA business will only be made by Government personnel.

Key Personal are as follows:

4.1 PROGRAM MANAGER
The Contractor shall appoint an onsite Program Manager (PM) who will be the single point of contact between the Contractor and the Government. The PM shall have at least three (3) years of demonstrated experience supervising and/or leading teams in asset management and logistics environment.

5.0 GENERAL REQUIREMENTS
5.1 PERFORMANCE PERIOD
The Period of Performance is 12 months from date of award, with four (12) month option periods for a total contract of five (5) years.

5.2 PLACE OF PERFORMANCE
Tasks under this PWS shall be performed at VA facilities located within the NCR, with the primary duty stations located at 810 Vermont Avenue NW, Washington DC, 20420, and 7100 Old Landover Road, Bldg. C. Landover, MD, 20785.

NCR Campus locations may change in the future; however, any new locations will not exceed a 150-mile radius of the current NCR campus sites.

5.3 HOURS OF OPERATION
The Contractor must provide services Monday through Friday during the hours of 7:00AM to 5:00PM Eastern Standard Time with the core hours of 8:00AM to 4:30PM Eastern Standard Time.



5.4 TRAVEL
The Contractor will not incur any travel costs during the execution of this order, therefore, the government will not reimburse the contractors for any unauthorize travel cost.

5.5 GOVERNMENT FURNISHED PROPERTY
The Government will provide office space, telephone service and system access when authorized contract staff work at a Government location as required in order accomplishing the Tasks associated with this PWS. All procedural guides, reference materials, and program documentation for the project and other Government applications will also be provided on an as-needed basis.

The Contractor will be provided access to all available Government furnished information, facilities, material, equipment, or services as required to accomplish the task. This shall include but is not limited to: boxes, shipping packing material, office space, desk, telephone, chair, computer, shared printer, laptop (if applicable), Virtual Private Network (VPN) access and cell phones. The Contractor shall be responsible for securing all GFP that is assigned to them. Therefore, should any property be lost or destroyed due to Contractor’s negligence, the Contractor is responsible for replacing the property. The Contractor may be provided keys or codes for access to the Government facility. These keys and codes shall be controlled, tracked, and protected. Upon completion of the period of performance, all keys and/or access badges to the Government facility shall be turned in to the COR. The VA shall provide the following GFP to contracted personnel as needed:

Computing system
· Telephone
· Mobile Phone/Blackberry
· Government Vehicles
· All shipping equipment and supplies.

Logistical supplies
· Forklift
· Pallet Jacks
· Shrink Wrap Machine
· Inventory Scanners

5.6 CONTRACTOR RESPONSIBILITY
VACO ITAM NCR requires a variety of specialized logistic services to support the delivery of ITAM’s primary operational services to its customers. The required services will vary in the complexity of skillsets and subject matter expertise needed. To provide the specific logistical services specified, the Contractor shall leverage its industry IT Asset Management expertise to address the urgency of the support needed due to short lead time periods, the sensitivity of support requested for and/or by VA Executives and external organizations.

The Contractor shall employ the latest industry standards best practices as it relates to existing and/or new IT logistics program. Additionally, the Contractor shall use existing/updated versions of VA approved IT asset management and logistics software tools in use or recommend the use of new software tools— deployment of any IT Asset Management and logistic tools shall not be deployed without prior VA approval.

The Contractor shall request other Government documentation deemed pertinent to the work accomplishment directly from the Government officials (COR) with whom the Contractor has contact. The Contractor shall consider the CO and COR as the final source for needed Government documentation when the Contractor fails to secure the documents by other means. The Contractor is expected to use common knowledge and resourcefulness in securing all other reference materials, standard industry publications, and related materials that are pertinent to the work.



Contractor shall follow appropriate Department of Veterans Affairs, VACO IT Asset Management and/or company grooming standards and Dress Codes. All Contractor personnel are required to wear shirts baring their company’s logo. The Government will not reimburse the Contractor for uniforms. Work clothing/uniforms shall be clean and present neat appearance. Additionally, the Contractor shall attend required training associated with job responsibilities. All Contractors shall possess a valid State Driver’s License with a clean driving record. All contracted personnel, including key personnel, shall possess a forklift driver’s certificate as some tasks will require the use of a Government-provided forklift.
Contractor shall make certain any contracted personnel driving government vehicles carry the proper vehicle and liability insurance to cover any damages to Government vehicle (equipment) or government property.

5.7 PERFORMANCE DETAILS
The Contractor shall successfully integrate and coordinate all activity needed to execute the requirements. The Contractor shall also manage the timeliness, completeness of problem identification and resolution. The Contractor shall provide corrective action plans, timely identification of issues, and submit proposed solutions to ITAM PM for the effective management of their subcontractors. The Contractor shall strive to ensure customer satisfaction while making sure its contracted staff adheres to standards of professional and ethical behavior.

Additionally, the Contractor shall establish singular clear organizational line of authority and responsibility between the government PM, COR, and its PM or functional lead to ensure effective management of the contracted resources assigned to execute the functions of the requirements. To ensure requirements task execution, the contractor shall establish processes that synergistically leverage its resources against VACO ITAM operational needs. The Contractor must also maintain continuity between the support operations at VA and the contractor's corporate offices to ensure calls for contractual task execution concerns are addressed promptly.

The Contractor shall accomplish the assigned work by employing and utilizing qualified personnel with the appropriate combination of education, training, and experience needed to accomplish the tasks in the PWS. The Contractor’s resources (i.e personnel and infrastructure) leverage to perform and sustain task executions shall be adequate to manage, perform, and manage all functions delineated on the contract.

All Contractor’s personnel shall wear company clothing that bears the prime Contractor’s company name and logo. Additionally, contracted personnel’s electronic mail signatures shall identify company affiliation and VACO IT Asset Management signature elements.

5.8 PERFORMANCE METRICS
The Government will utilize an accepted Contractor-developed QCP throughout the life of the contract to ensure that the Contractor is performing the services required by this PWS in an acceptable manner. The Government reserves the right to alter or change the surveillance methods in the QCP at its own discretion.

6.0 SECURITY AND PRIVACY
Addendum A requirements have been tailored to reflect the security and privacy requirements and are inserted herein as a new Addendum A.

6.1 POSITION/TASK RISK DESIGNATION LEVEL(S)
In accordance with VA Handbook 0710, Personnel Security and Suitability Program, the position sensitivity and the level of background investigation commensurate with the required level of access for the following tasks within the PWS are:

Position Sensitivity and Background Investigation Requirements by Task




	
	Position Sensitivity and Background Investigation Requirements

	Task Number
	Tier1 / Low / NACI
	Tier 2 / Moderate / MBI
	Tier 4 / High / BI
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The Tasks identified above, and the resulting Position Sensitivity and Background Investigation requirements identify, in effect, the Background Investigation requirements for Contractor individuals, based upon the tasks the Contractor individual will be working. The submitted Contractor Staff Roster must indicate the required Background Investigation Level for each Contractor individual based upon the tasks the Contractor individual will be working, in accordance with their submitted quote.

6.2 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS
Contractor Responsibilities: The Contractor shall prescreen all personnel requiring access to the computer systems to ensure they maintain the appropriate Background Investigation, and are able to read, write, speak and understand the English language.

Contractor shall bear the expense of obtaining background investigations.

Within three (3) business days after award, the Contractor shall provide a roster and onboarding package (templates will be provided by the COR) of Contractor and Subcontractor employees to the COR to begin their background investigations. The roster shall contain the Contractor’s Full Name, Full Social Security Number, Date of Birth, Place of Birth, and individual background investigation level requirement (based upon Section 6.2-Tasks).

The Contractor should coordinate the location of the nearest VA fingerprinting office through the COR. Only electronic fingerprints are authorized.

The completed contractor onboarding packages should be submitted to the COR within 5 business days after award.

The Contractor personnel will receive an email notification from the Security and Investigation Center (SIC), through the Electronics Questionnaire for Investigations Processes (e-QIP) identifying the website link that includes detailed instructions regarding completion of the investigation documents (SF85, SF85P, or SF 86). The Contractor personnel shall submit all required information related to their background investigations utilizing the Office of Personnel Management’s (OPM) Electronic Questionnaire for Investigations Processing (e-QIP).

The Contractor is to certify and release the e-QIP document, print and sign the signature pages, and send them to the COR for electronic submission to the SIC. These should be submitted to the COR within 3 business days of receipt of the e-QIP notification email.

The Contractor shall be responsible for the actions of all personnel provided to work for VA under this contract. If damages arise from work performed by Contractor provided personnel, under the auspices of this contract, the Contractor shall be responsible for all resources necessary to remedy the incident.

A Contractor may be granted unescorted access to VA facilities and/or access to VA Information Technology resources (network and/or protected data) with a favorably adjudicated Special Agreement Check (SAC) or “Closed, No Issues” (SAC) finger print results, training delineated in VA Handbook



6500.6 (Appendix C, Section 9), and, the signed “Contractor Rules of Behavior.” However, the Contractor will be responsible for the actions of the Contractor personnel they provide to perform work for VA. The investigative history for Contractor personnel working under this contract must be maintained in the database of the Office of Personnel Management (OPM).

The Contractor, when notified of an unfavorably adjudicated background investigation on a Contractor employee as determined by the Government, shall withdraw the employee from consideration in working under the contract.

Failure to comply with the Contractor personnel security investigative requirements may result in termination of the contract for default.

6.3 FACILITY/RESOURCE PROVISIONS
VA will provide access to VA specific systems/network as required for execution of the task via remote access technology (e.g. Citrix Access Gateway (CAG), site-to-site VPN, or VA Remote Access Security Compliance Update Environment (RESCUE). This remote access will provide access to VA specific software such as Veterans Health Information System and Technology Architecture (VistA), ClearQuest, ProPath, Primavera, and Remedy, including appropriate seat management and user licenses. The Contractor shall utilize Government provided software development and test accounts, document and requirements repositories, etc. as required for the development, storage, maintenance and delivery of products within the scope of this effort. The Contractor shall not transmit, store or otherwise maintain sensitive data or products in Contractor systems (or media) within the VA firewall IAW VA Handbook 6500.6 dated March 12, 2010. All VA sensitive information shall be protected at all times in accordance with local security field office System Security Plans (SSP’s) and Authority to Operate (ATO)’s for all systems/LAN’s accessed while performing the tasks detailed in this PWS. For detailed Security and Privacy Requirements refer to Appendix A.

7.0 APPLICABLE DOCUMENTS
The Contractor shall comply with the following documents in the performance of this effort:

· 44 U.S.C. § 3541, “Federal Information Security Management Act (FISMA) of 2002”
· Federal Information Processing Standards (FIPS) Publication 140-2, “Security Requirements for
Cryptographic Modules”
· FIPS Pub 201, “Personal Identity Verification of Federal Employees and Contractors,” March
2006
· 10 U.S.C. § 2224, "Defense Information Assurance Program"
· Software Engineering Institute, Software Acquisition Capability Maturity Modeling (SA CMM) Level 2 procedures and processes
· 5 U.S.C. § 552a, as amended, “The Privacy Act of 1974”
· 42 U.S.C. § 2000d “Title VI of the Civil Rights Act of 1964”
· Department of Veterans Affairs (VA) Directive 0710, “Personnel Suitability and Security Program,” May 18, 2007
· VA Directive 6102, “Internet/Intranet Services,” July 15, 2008
· 36 C.F.R. Part 1194 Electronic and Information Technology Accessibility Standards,” July 1,
2003
· OMB Circular A-130, “Management of Federal Information Resources,” November 28, 2000
· 32 C.F.R. Part 199, “Civilian Health and Medical Program of the Uniformed Services (CHAMPUS)”
· An Introductory Resource Guide for Implementing the Health Insurance Portability and Accountability Act (HIPAA) Security Rule, October 2008
· Sections 504 and 508 of the Rehabilitation Act (29 U.S.C. § 794d), as amended by the Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998



· Homeland Security Presidential Directive (12) (HSPD-12), August 27, 2004
· VA Directive 6500, “Managing Information Security Risk: VA Information Security Program,”
September 20, , 2012
· VA Handbook 6500, “Risk Management Framework for VA Information Systems – Tier 3: VA
Information Security Program,” September 20, 2012
· VA Handbook 6500.1, “Electronic Media Sanitization,” March 22, 2010
· VA Handbook 6500.2, “Management of Data Breaches Involving Sensitive Personal Information (SPI)”, January 6, 2012
· VA Handbook 6500.3, “Certification and Accreditation of VA Information Systems,” November
24, 2008
· VA Handbook, 6500.5, “Incorporating Security and Privacy in System Development Lifecycle”
March 22, 2010
· VA Handbook 6500.6, “Contract Security,” March 12, 2010
· Project Management Accountability System (PMAS) portal (reference PWS References - Technical Library at https://www.voa.va.gov/)
· OIT ProPath Process Methodology (reference PWS References -Technical Library and ProPath Library links at https://www.voa.va.gov/) NOTE: In the event of a conflict, OIT ProPath takes precedence over other processes or methodologies.
· Technical Reference Model (TRM) (reference at https://www.voa.va.gov/)
· National Institute Standards and Technology (NIST) Special Publications
· VA Directive 6508, VA Privacy Impact Assessment, October 3, 2008
· VA Directive 6300, Records and Information Management, February 26, 2009
· VA Handbook, 6300.1, Records Management Procedures, March 24, 2010
· OMB Memorandum, “Transition to IPv6”, September 28, 2010
· VA Handbook, 7002-1, Logistics Management Procedures, April 14, 2011



APPENDIX A

APPLICABLE PARAGRAPHS TAILORED FROM: THE VA INFORMATION AND INFORMATION SYSTEM SECURITY/PRIVACY LANGUAGE, VA HANDBOOK 6500.6, APPENDIX C, MARCH 12, 2010

1. GENERAL
Contractors, Contractor personnel, Subcontractors, and Subcontractor personnel shall be subject to the same Federal laws, regulations, standards, and VA Directives and Handbooks as VA and VA personnel regarding information and information system security.

2. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS

A Contractor/Subcontractor shall request logical (technical) or physical access to VA information and VA information systems for their employees, Subcontractors, and affiliates only to the extent necessary to perform the services specified in the contract, agreement, or task order.
All Contractors, Subcontractors, and third-party servicers and associates working with VA information are subject to the same investigative requirements as those of VA appointees or employees who have access to the same types of information. The level and process of background security investigations for Contractors must be in accordance with VA Directive and Handbook 0710, Personnel Suitability and Security Program. The Office for Operations, Security, and Preparedness is responsible for these policies and procedures.

Contract personnel who require access to national security programs must have a valid security clearance. National Industrial Security Program (NISP) was established by Executive Order 12829 to ensure that cleared U.S. defense industry contract personnel safeguard the classified information in their possession while performing work on contracts, programs, bids, or research and development efforts. The Department of Veterans Affairs does not have a Memorandum of Agreement with Defense Security Service (DSS). Verification of a Security Clearance must be processed through the Special Security Officer located in the Planning and National Security Service within the Office of Operations, Security, and Preparedness.

Custom software development and outsourced operations must be located in the U.S. to the maximum extent practical. If such services are proposed to be performed abroad and are not disallowed by other VA policy or mandates, the Contractor/Subcontractor must state where all non-U.S. services are provided and detail a security plan, deemed to be acceptable by VA, specifically to address mitigation of the resulting problems of communication, control, data protection, and so forth. Location within the U.S. may be an evaluation factor.
The Contractor or Subcontractor must notify the CO immediately when an employee working on a VA system or with access to VA information is reassigned or leaves the Contractor or Subcontractor’s employ. The CO must also be notified immediately by the Contractor or Subcontractor prior to an unfriendly termination.

3. VA INFORMATION CUSTODIAL LANGUAGE
Information made available to the Contractor or Subcontractor by VA for the performance or administration of this contract or information developed by the Contractor/Subcontractor in performance or administration of the contract shall be used only for those purposes and shall not be used in any other way without the prior written agreement of VA. This clause expressly limits the Contractor/Subcontractor's rights to use data as described in Rights in Data - General, FAR 52.227-14(d) (1).

VA information should not be co-mingled, if possible, with any other data on the Contractors/Subcontractor’s information systems or media storage systems in order to ensure VA requirements related to data protection and media sanitization can be met. If co-mingling must be allowed



to meet the requirements of the business need, the Contractor must ensure that VA’s information is returned to the VA or destroyed in accordance with VA’s sanitization requirements. VA reserves the right to conduct on-site inspections of Contractor and Subcontractor IT resources to ensure data security controls, separation of data and job duties, and destruction/media sanitization procedures are in compliance with VA directive requirements.

Prior to termination or completion of this contract, Contractor/Subcontractor must not destroy information received from VA, or gathered/created by the Contractor in the course of performing this contract without prior written approval by VA. Any data destruction done on behalf of VA by a Contractor/Subcontractor must be done in accordance with National Archives and Records Administration (NARA) requirements as outlined in VA Directive 6300, Records and Information Management and its Handbook 6300.1 Records Management Procedures, applicable VA Records Control Schedules, and VA Handbook 6500.1, Electronic Media Sanitization. Self-certification by the Contractor that the data destruction requirements above have been met must be sent to the CO within 30 days of termination of the contract.

The Contractor/Subcontractor must receive, gather, store, back up, maintain, use, disclose and dispose of VA information only in compliance with the terms of the contract and applicable Federal and VA information confidentiality and security laws, regulations and policies. If Federal or VA information confidentiality and security laws, regulations and policies become applicable to the VA information or information systems after execution of the contract, or if NIST issues or updates applicable FIPS or Special Publications (SP) after execution of this contract, the parties agree to negotiate in good faith to implement the information confidentiality and security laws, regulations and policies in this contract.

The Contractor/Subcontractor shall not make copies of VA information except as authorized and necessary to perform the terms of the agreement or to preserve electronic information stored on Contractor/Subcontractor electronic storage media for restoration in case any electronic equipment or data used by the Contractor/Subcontractor needs to be restored to an operating state. If copies are made for restoration purposes, after the restoration is complete, the copies must be appropriately destroyed.

If VA determines that the Contractor has violated any of the information confidentiality, privacy, and security provisions of the contract, it shall be sufficient grounds for VA to withhold payment to the Contractor or third party or terminate the contract for default or terminate for cause under Federal Acquisition Regulation (FAR) part 12.
If a VHA contract is terminated for cause, the associated Business Associate Agreement (BAA) must also be terminated and appropriate actions taken in accordance with VHA Handbook 1600.01, Business Associate Agreements. Absent an agreement to use or disclose protected health information, there is no business associate relationship.

The Contractor/Subcontractor must store, transport, or transmit VA sensitive information in an encrypted form, using VA-approved encryption tools that are, at a minimum, FIPS 140-2 validated.

The Contractor/Subcontractor’s firewall and Web services security controls, if applicable, shall meet or exceed VA’s minimum requirements. VA Configuration Guidelines are available upon request.

Except for uses and disclosures of VA information authorized by this contract for performance of the contract, the Contractor/Subcontractor may use and disclose VA information only in two other situations:
(i) in response to a qualifying order of a court of competent jurisdiction, or (ii) with VA’s prior written approval. The Contractor/Subcontractor must refer all requests for, demands for production of, or inquiries about, VA information and information systems to the CO for response.

Notwithstanding the provision above, the Contractor/Subcontractor shall not release VA records protected by Title 38 U.S.C. 5705, confidentiality of medical quality assurance records and/or Title 38 U.S.C. 7332, confidentiality of certain health records pertaining to drug addiction, sickle cell anemia, alcoholism or alcohol abuse, or infection with human immunodeficiency virus. If the Contractor/Subcontractor is in



receipt of a court order or other requests for the above-mentioned information, that Contractor/Subcontractor shall immediately refer such court orders or other requests to the CO for response.

For service that involves the storage, generating, transmitting, or exchanging of VA sensitive information but does not require C&A or a Memorandum of Understanding-Interconnection Service Agreement (MOU-ISA) for system interconnection, the Contractor/Subcontractor must complete a Contractor Security Control Assessment (CSCA) on a yearly basis and provide it to the COR.

4. INFORMATION SYSTEM DESIGN AND DEVELOPMENT
N/A

5. INFORMATION SYSTEM HOSTING, OPERATION, MAINTENANCE, OR USE
N/A

6. SECURITY INCIDENT INVESTIGATION
The term “security incident” means an event that has, or could have, resulted in unauthorized access to, loss or damage to VA assets, or sensitive information, or an action that breaches VA security procedures. The Contractor/Subcontractor shall immediately notify the COR and simultaneously, the designated ISO and Privacy Officer for the contract of any known or suspected security/privacy incidents, or any unauthorized disclosure of sensitive information, including that contained in system(s) to which the Contractor/Subcontractor has access.
To the extent known by the Contractor/Subcontractor, the Contractor/Subcontractor’s notice to VA shall identify the information involved, the circumstances surrounding the incident (including to whom, how, when, and where the VA information or assets were placed at risk or compromised), and any other information that the Contractor/Subcontractor considers relevant.
With respect to unsecured protected health information, the business associate is deemed to have discovered a data breach when the business associate knew or should have known of a breach of such information. Upon discovery, the business associate must notify the covered entity of the breach.
Notifications need to be made in accordance with the executed business associate agreement.

In instances of theft or break-in or other criminal activity, the Contractor/Subcontractor must concurrently report the incident to the appropriate law enforcement entity (or entities) of jurisdiction, including the VA OIG and Security and Law Enforcement. The Contractor, its employees, and its Subcontractors and their employees shall cooperate with VA and any law enforcement authority responsible for the investigation and prosecution of any possible criminal law violation(s) associated with any incident. The Contractor/Subcontractor shall cooperate with VA in any civil litigation to recover VA information, obtain monetary or other compensation from a third party for damages arising from any incident, or obtain injunctive relief against any third party arising from, or related to, the incident.

7. LIQUIDATED DAMAGES FOR DATA BREACH
Consistent with the requirements of 38 U.S.C. §5725, a contract may require access to sensitive personal information. If so, the Contractor is liable to VA for liquidated damages in the event of a data breach or privacy incident involving any SPI the Contractor/Subcontractor processes or maintains under this contract.

The Contractor/Subcontractor shall provide notice to VA of a “security incident” as set forth in the Security Incident Investigation section above. Upon such notification, VA must secure from a non- Department entity or the VA Office of Inspector General an independent risk analysis of the data breach to determine the level of risk associated with the data breach for the potential misuse of any sensitive personal information involved in the data breach. The term 'data breach' means the loss, theft, or other unauthorized access, or any access other than that incidental to the scope of employment, to data containing sensitive personal information, in electronic or printed form, that results in the potential compromise of the confidentiality or integrity of the data. Contractor shall fully cooperate with the entity



performing the risk analysis. Failure to cooperate may be deemed a material breach and grounds for contract termination.

Each risk analysis shall address all relevant information concerning the data breach, including the following:
· Nature of the event (loss, theft, unauthorized access);
· Description of the event, including:
· Nature of the event (loss, theft, unauthorized access);
· Description of the event, including:
· date of occurrence;
· data elements involved, including any PII, such as full name, social security number, date of birth, home address, account number, disability code;
· Number of individuals affected or potentially affected;
· Names of individuals or groups affected or potentially affected;
· Ease of logical data access to the lost, stolen or improperly accessed data in light of the degree of protection for the data, e.g., unencrypted, plain text;
· Amount of time the data has been out of VA control;
· The likelihood that the sensitive personal information will or has been compromised (made accessible to and usable by unauthorized persons);
· Known misuses of data containing sensitive personal information, if any;
· Assessment of the potential harm to the affected individuals;
· Data breach analysis as outlined in 6500.2 Handbook, Management of Security and Privacy Incidents, as appropriate; and
· Whether credit protection services may assist record subjects in avoiding or mitigating the results of identity theft based on the sensitive personal information that may have been compromised.

Based on the determinations of the independent risk analysis, the Contractor shall be responsible for paying to the VA liquidated damages in the amount of $37.50 per affected individual to cover the cost of providing credit protection services to affected individuals consisting of the following:

1) Notification;
2) One year of credit monitoring services consisting of automatic daily monitoring of at least 3 relevant credit bureau reports;
3) Data breach analysis;
4) Fraud resolution services, including writing dispute letters, initiating fraud alerts and credit freezes, to assist affected individuals to bring matters to resolution;
5) One year of identity theft insurance with $20,000.00 coverage at $0 deductible; and
6) Necessary legal expenses the subjects may incur to repair falsified or damaged credit records, histories, or financial affairs.

8. SECURITY CONTROLS COMPLIANCE TESTING
N/A

9. TRAINING
All Contractor employees and Subcontractor employees requiring access to VA information and VA information systems shall complete the following before being granted access to VA information and its systems:
· Sign and acknowledge (either manually or electronically) understanding of and responsibilities for compliance with the Contractor Rules of Behavior, Appendix D relating to access to VA information and information systems;
· Successfully complete the VA Privacy and Information Security Awareness and Rules of Behavior
training and annually complete required security training;



· Successfully complete VHA Privacy Policy Training if Contractor will have access to PHI;
· Successfully complete the appropriate VA privacy training and annually complete required privacy training; and
· Successfully complete any additional cyber security or privacy training, as required for VA personnel with equivalent information system access

b) The Contractor shall provide to the CO and/or the COR a copy of the training certificates and certification of signing the Contractor Rules of Behavior for each applicable employee within 1 week of the initiation of the contract and annually thereafter, as required.

c) Failure to complete the mandatory annual training and sign the Rules of Behavior annually, within the timeframe required, is grounds for suspension or termination of all physical or electronic access privileges 
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