STATEMENT OF WORK

RFP Descriptive Title: Secure Access Management Services (SAMS) Support & Operations Task Order

Functional Domain:  Information Credentialing & Access Management (ICAM)

Business Category: Small Business via GSA Schedule

Labor Category & Other Direct Costs Summary:

	Staffing Levels & Other Mix Breakout (not IGCE)

	Labor Category
	Hours
	Comments

	Project Manager
	1920
	One FTE 

	Technical Architect III
	1920
	One FTE 

	Subject Matter Expert III
	3840
	Two FTEs

	Computer Programmer II
	1880
	One FTE

	Computer Programmer  III
	3840
	Two FTEs

	Database Administrator
	1920
	One FTE

	
	
	

	Other Direct Costs
	Amount
	

	Travel Costs 
	$4,000.00
	One person - two round tip flights to Washington as needed to support HHS/CDC IAM coordination



Period of Performance:
Base Period:		March 1st 2024 – February 29th 2025
Option Period 1:		March 1st 2025 – February 29th 2026
Option Period 2:		March 1st 2026 – February 29th 2027	
Option Period 3:		March 1st 2027 – February 29th 2028
Option Period 4:		March 1st 2028 – February 29th 2029

Accomplishments:
The SAMS application operations team currently supports the evolving authentication needs and collaboration requirements of the agency.  Over the last several years, this group has supported several initiatives dictates by events like the COVID 19 pandemic, an agency over-haul of in-and-out processing, and the Data Modernization Initiatives (DMI).  Some accomplishments lead by this team include:
· Implementing a NIST 800-63 compliant ID proofing solution utilizing Experian Precise ID.
· Deploying a self-service Multi-Factor Authentication (MFA) issuance portal.
· Launching support for a mobile authenticator solution using Entrust Identity Guard.
· Integrating required CDC trainings (SAT and Workplace Safety) with SAMS to streamline agency on-boarding.
· Exposing an API interface to allow cloud hosted applications utilizing SAMS to query their user population and assign permissions and fine grained authorizations.  
· Establishing a secure token service for validation of SAML and Oauth tokens for applications utilizing automated machine-to-machine automation.  
· Deployed and configured a Ping Identity-as-a-Service (IDaaS) solution in a Ping Identity Fedramp high environment as a cloud based extension of the on-premise SAMS services.
SECTION 1  BACKGROUND

The Centers for Disease Control and Prevention (CDC), located in Atlanta., GA, is an agency of the Department of Health and Human Services. CDC is the nation’s leading federal organization dedicated to protecting the public health of US citizens foreign and domestic.  The effectiveness of CDC’s global mission is directly impacted by the agency’s ability to securely collaborate with non-Health and Human Services (HHS) staff, both external health partners (the public) and other federal agencies outside of HHS.  CDC’s access control gateway supporting this type of collaboration is the Secure Access Management Services (SAMS).  SAMS is a complete Identity, Credentialing, and Access Management (ICAM) solution that controls user access to select CDC internal IT systems for collaboration, information gathering from, and information dissemination to, users with an approved need to access systems not available to the public and with higher security requirements.  

SAMS controls access to over 400 CDC integrated IT solutions accessible by approximately 500,000 HHS staff profiles and 200,000 external partner profiles.  External partner profiles are directly managed internally by the SAMS solution while HHS staff access is possible through a federated trust relationship between SAMS and the HHS Access Management System (AMS).  As an enterprise ICAM solution SAMS controls all aspects of user access and the profile lifecycle including:

· User invitation and onboarding
· Identity validation / ID proofing (per NIST 800-63 requirements)
· User self-service
· Lifecycle management
· Credential management (username/password, MFA, mobile authenticators etc.)
· Authentication/Authorization (agent integration, SAML, Oauth)
· Program self-service and administration
· Reporting and audit capabilities
· Technical support and issues escalation functions
SAMS is a collection of several heavily customized Commercial-Off-The-Shelf (COTS) products including the BroadCom Identity suite, Entrust Identity Guard, Weblogic, and SQL Server.  These products work together to provide a comprehensive ICAM solution for internal IT application owners.  In addition, SAMS offers several other strategic technical solutions to provide further value to CDC IT application consumers.  These solutions have also been built using customized COTS products including Layer7 API Gateway software and Accellion Kiteworks.  Both have been integrated with SAMS for user access control.  These solutions include:

· Secure Data Transport
SAMS includes an integrated file transport platform, called SDX, that is built using the COTS Accellion KiteWorks product.  This service allows authenticated SAMS users the ability to securely upload/download files to and from the CDC.

· API & Microservices
SAMS provides authentication services based on the OAuth standards for Program developed APIs and microservices hosted within the CDC network or Cloud.  SAMS offers the necessary routing and security required to expose APIs outside the CDC internal network. 

· SharePoint Access
SAMS provides authenticated users access to Program developed and managed SharePoint site collections through a SAMS integration with a SharePoint tenant. This environment, called CDC Partners, allows CDC staff to collaborate with authenticated and authorized non-HHS users.  
Currently all SAMS services are hosted on-premise in CDC’s datacenters however efforts are actively underway to modernize.  Initial efforts to modernize are focused on the setup and configuration of an identity-as-a-service (IDaaS) solution using Ping Identity in a FedRamp high cloud environment.  Once configured this cloud hosted service solution will further expand current SAMS capabilities through several federated trust relationships with large scale commercial identity providers (IDPs) like ID.me and Login.gov.  Additional user-focused conveniences like ‘bring your own’ authenticator using Google, Microsoft and/or Entrust (existing services) will be included.  The introduction of these services will pave the way for the future transition of already integrated SAMS solution to the cloud and allow CDC to greatly increase its collaboration partnerships.  

Support for, and operation of, SAMS is the responsibility of CDC’s Identity and Access Management (IAM) office.  IAM is a program branch within the Digital Service Office (DSO) of the Office of the Chief Information Office (OCIO).  The goals of the SAMS service, including CDC’s broader focus on external (non-HHS) access, includes:

Support of CDC IT solution owners by:
· Providing a policy compliant (HSPD-12, NIST 800-63 etc.) ICAM solution capable of supporting enterprise level user access for external partners and HHS staff.
· Proactive evaluation, testing, and integration, as appropriate, of new and beneficial ICAM offering in SAMS to maintain and expand custom value.  
· Ensure self-service support for Programs to ensure integration with SAMS and the associated consumption of SAMS services can be done easily with minimal impact to client Programs.  
· Maintain appropriate patching, product upgrades, vulnerability mitigation etc. to ensure proper operation and security of the SAMS solution. 

Support of external partner (non-HHS) users by: 
· Providing an easy to navigate authentication gateway and single sign on (SSO) solution.
· Supporting appropriate self-service options for easy to complete tasks (password resets etc.).
· Proactive evaluation and integration of new technology aimed at minimizing end user effort associated with on-boarding and use of the SAMS service while maintaining appropriate security

Support of internal HHS staff by: 
· Allowing for automatic system provisioning in SAMS based on profile activation in CDC/HHS systems as part of general agency on-boarding
· Supporting PIV authentication for HHS staff as required by HSPD-12 policy.

This contract is for the operational day-to-day support of all SAMS services, functions, and users as outlined above and will support CDC’s IAM Branch and the DSO with overall service support as needed.

SECTION 2  SAMS COMPONENTS & FEATURES

Portal
The SAMS login pages and SSO portal are custom designed and developed .net solutions.  Both have been developed using responsive design to support SAMS access on any screen size or device (computer, laptop, phone, tablet etc.).  Java supports several custom integrations between these pages and associated functionality like Entrust Identity Guard.  Multiple SAMS login pages support specific access tailored to the authentication requirements of the application and the associated e-auth level.  The SAMS portal is an SSO landing page where authenticated users can access multiple applications if authorized.

Authentication & Authorization
User authentication and authorization, including a sign-sign on (SSO) portal, built using the Broadcom (previously Computer Associates) SiteMinder technology suite.  SAMS provides CDC technology applications multiple options for integration including agent based (ideal for applications on the internal CDC network) and Federation via the SAML/OAuth standard (ideal for supporting cloud and/or mobile application requirements).  Multiple authentication options exist, tied to a Program’s designated electronic authentication (e-auth per NIST 800-63 rev2) level including username/password, a second factor hard token solution utilizing the Entrust Identity Guard software suite, and a mobile Entrust authenticator solution. SAMS is actively working to transition to a position where enforcement of username/password plus a MFA credential is required for staff regardless of designated e-auth level.  In addition, all CDC/HHS badge personnel leverage a Federated trust relationship between SAMS and the HHS AMS system to authenticate to SAMS protected applications using their HHS issued PIV or a unique AMS username/password. 

Workflow
Heavily customized workflows, integrated decision points, and timers support a variety of end user processes.  These workflows were designed and built using the Broadcom IdentityMinder product suite.    Workflows supports a variety of functions but are primarily used for enforcing on-boarding processes, identity verification, and authorization assignments as described below.  SAMS is an ‘invitation only’ system so no user-initiated workflows or on-boarding activities are possible without CDC Program approval.  

· On-boarding – Workflows support users as they progress through the SAMS on-boarding process.  After initially being invited to join SAMS workflows ensure correct email communications are issued to SAMS applicants and activities like registration, identity verification, any Program specific approvals, and activation are completed.  Various communications are issued to the end user and the inviting Program as users progress through strategic milestone.  Timers ensure reminders are sent if prompt action is not taken and terminate the account if progress stops.   
· Identity Verification – Individual workflows support unique on-boarding requirements defined by the e-auth level (1, 2, or 3) designation of the inviting Program.  Depending on the associated e-auth level the workflow may enforce, or not require, the user complete an identity verification process.  Workflows support the communications and decision points associated with a user’s identity proofing attempts (success or failure), the identity proofing options they select (Experian or document submission), and next steps once complete.  Workflows also support the steps necessary for a user to move from one e-auth designation to another (for example from 1 to 3) by initiating an identity verification event or ‘proof-up’ action.  
· Authorization – As an SSO gateway SAMS is designed to control access to multiple CDC technology solutions assigned to a single user profile.  The assignment and revocation of specific IT application access is controlled through Program initiated workflows.  When new authorizations are added to an active SAMS user profile the system will determine if additional requirements for access exist and initiate the appropriate workflows.   
Identity Verification (ID proofing) 
User identity verification is required for access to SAMS protected e-auth levels 2 and 3 rated applications.  Invitation to, or authorization for, access to these applications will dictate if SAMS requires identity validation and pushes the user through the corresponding workflow.  Currently SAMS supports two options for identity validation.  Both were designed following guidance defined in NIST SP 800-63, by CDC Cybersecurity Program Office (CSPO), and Federal policy.

· Experian – Through an integration with Experian PreciseID SAMS can validate a user’s identity using credit-based knowledge checks.  This check can facilitate approval in seconds for applicants that select this option.  This is the primary/default mechanism for user identity validation in SAMS.
· Document Review – Through the secure submission, review, and validation of identity documents to CDC a user’s identity can be validated.  This check usually requires two weeks for approval and is supported as an alternative to those that are unwilling or unable to complete the Experian process.
APIs & Microservices
SAMS provides authentication services based on the OAuth standards for Program developed APIs and microservices hosted within the CDC network or Cloud.  SAMS offers the necessary routing and security required to expose APIs outside the CDC internal network using the Broadcom/Layer7 API Gateway solution. Currently APIs integrated with SAMS are only accessible by authenticated users or established SAMS system accounts (SYS) however future development of anonymous access use cases leveraging client certificates and mobile credentials are being developed to meet evolving CDC Program requirements. 

Data Transport
SAMS includes an integrated file transport platform, called SDX, that is built using the COTS Accellion KiteWorks solution.  This service allows authenticated and authorized external partners the ability to securely upload/download files to and from the CDC. This solution also supports API and SFTP protocols.  Files can be transferred by authentication users, system accounts, or machine-to-machine automated transfers. Requirements to leverage the SDX transport services are wrapped in the SAMS authentication and the robust on-boarding requirements includes as part of the larger SAMS offering.  The SDX solution offers audit capabilities, AES encryption, data scanning and antivirus, and DLP capabilities across three individual file transfer tenants to align with the three SAMS security levels.

Directory Services 
SAMS is a directory services provider for integrated CDC IT solutions.  These services are provided through several mechanisms including SQL server, RadiantLogic, and custom Powershells scripts.  SAMS is a directory services provider to traditionally integrated applications but also supports more unique integrations included Program specific cloud tenants using Azure AD.  To support Programs utilizing APIs, SAMS offers a database stored procedure and REST APIs to allow protected applications the ability to synchronize their application stores for role and permission mapping.  

SAMS Modernization
SAMS is actively developing an identity-as-a-service (IDaaS) solution using Ping Identity in a FedRamp high cloud environment.  Once configured this cloud hosted service solution will further expand current SAMS capabilities through several federated trust relationships including legacy on-premise SAMS and large scale commercial identity providers (IDPs) like ID.me and Login.gov.  Additional user-focused conveniences like ‘bring your own’ authenticator using Google, Microsoft and/or Entrust (existing services) will be included.  The introduction of these services will pave the way for the future transition of already integrated SAMS solution to the cloud and allow CDC to greatly increase its collaboration partnerships and its ability to scale of user access.  The Ping IDaaS solution represents the future SAMS ICAM solution that will ultimately replace the current on-premise SAMS service and associated functional footprint.

SECTION 2  OBJECTIVES SERVED

The objective of this task order is the acquisition of contract staff to support the operations, maintenance, and enhancement of the SAMS ICAM solution for CDC.  This includes support for core ICAM services, secure file transfer, APIs, microservices, SharePoint, other currently integrated features, IT application consumers, and end users.  Additionally, contracted support should provide expertise in the areas of identity, credentialing, and access management, both by understanding the current state and direction of the industry, and the real-world application of associated technologies and solution. Prior experience with CDC and HHS authentication solutions and processes is necessary for the contractor.



SECTION 3  SCOPE OF WORK

The Contractor shall provide the necessary services, qualified personnel, material, equipment, and facilities, not otherwise provided by the Government, as needed to perform the assessment, planning and execution of the tasks contained within this information package.

SECTION 4   TASKS TO BE PERFORMED

	Task Number
	Task Title

	4.1.

	Task 1 – ICAM Functional Support - Operations and Maintenance


	4.2
	Task 2 – ICAM Hardware/Software Support – Operations and Maintenance

	
	

	4.3
	Task 3 – CDC Customer/Program Support 

	
	

	4.4
	Task 4 – End User Support

	
	

	4.5
	Task 5 – Vulnerability Remediation

	
	

	4.6
	Task 6 – CDC Initiatives Support

	
	

	4.7
	Task 7 – Federated Trust & PIV

	
	

	4.8
	Task 8 – Digital Identity Support 

	
	

	4.9
	Task 9 – ICAM Advisory Support

	
	

	4.10
	Task 10 – SAMS C&A Support



Task 1: ICAM Functional Support – Operations and Maintenance
The contractor shall provide general functional support as required to ensure the proper operations of CDC’s ICAM SAMS solution and all its components.  This task is focuses specifically on process operations and maintenance to ensure SAMS functionality is supported.

a. Ensure functional operation of all components including workflow, identity proofing, self-service, authentication, authorization, API security and routing, secure file transfer, directory services, portal and established federated trusts.  The software products that generally support these functions include the Broadcom Identity suite, Weblogic, SQL Server, Accellion KiteWorks, Entrust Identity Guard, .net, Java, and the Ping Identity suite.
b. Ensure support of SAMS across all five on-premise environments (Production, Disaster Recovery (DR), Staging, Integration, and Development) and the Ping IDaaS offering in the Fedramp high Ping environment.  
c. Ensure proper operation of all services by properly managing licensing consumption and, when/if licensing if low, coordinate as appropriate with team members and/or Program leadership to ensure orphaned accounts are removed or more licensing is acquired.
d. Understand the process and functional dependencies that exist across the various SAMS components, processes, users, and integrated technology applications to ensure proper operation for agency users and allow for troubleshooting and timely issue remediation if process related issues occur.
e. Draft, maintain, and issue proper communications during periods of degraded service or system outages to make sure end users, Programs, senior staff, and agency executives are aware of issue and impact.
f. Draft, update, and maintain accurate documentation of SAMS processes, workflows, and functions.  This includes internal CDC documentation for use by the SAMS application team, the Helpdesk team, and customer Programs.  This includes drafting and maintaining accurate end user document (how-to-guides, FAQs etc.) and making sure new process are appropriate documented.  
Task 2: ICAM Hardware/Software Support – Operations and Maintenance
The contractor shall provide general hardware and software support as required to ensure proper operations of CDC’s ICAM SAMS solution and all its components. This includes staying on vendor supported software versions. This task is focused specifically on hardware and software operations and maintenance to the underlying infrastructure of all SAMS services are properly supported. 

a. Ensure all software and hardware components are patched and upgraded for proper operations of SAMS.  This includes working with vendors to coordinate appropriate patches and their implementation. Working with CDC networking and operations teams to ensure infrastructure upgrades and patches are properly coordinated and successfully implemented.  CDC requires that all software and hardware running on the agencies network is using vendor supported software versions and on current CDC approved infrastructure. The software products that generally support SAMS include the Broadcom Identity suite, Weblogic, SQL Server, Accellion KiteWorks, Entrust Identity Guard, .net, Java, and the Ping Identity suite.  A host of additional infrastructure components exist that are supported by CDC’s networking team but require the contactor understand the SAMS architecture and its dependency on networking topology, firewalls, routers, ports, virtual machines (VMs) and other networking and physical requirements.  
b. Manage and comply with the CDC change control, change request (CR), and deployment processes whenever modifications to software and/or hardware occur. This includes participating as required in the OCIO Project and Portfolio Management process and any resulting requirements. Changes resulting from new development, new or modified configurations, and/or system updates/patches should adhere to these processes.
c. Ensure all changes introduced into the SAMS ICAM service ecosystem are properly tested and systematically deployed through the SAMS non-production => production environments.  
d. Understand the software and hardware dependencies that exist across the various SAMS components, to ensure proper system operation and to support effective troubleshooting and timely issue remediation if technical issues occur.
e. Draft, maintain, and issue proper communications during periods of degraded service or system outages to make sure end users, Programs, senior staff, and agency executives are aware of issue and impact.  Appropriately plan for scheduled system outages associated with the introduction of new functionality, system/component patching, upgrades, and remediation.  In the production SAMS environments, all integrated programs must receive a minimum of 10 business days’ notice before a system outage occurs.  
f. Draft, update, and maintain accurate documentation of SAMS software and hardware configurations, infrastructure and network requirements, and federated trust dependencies.  This includes internal CDC documentation (architecture diagrams, interconnections, network topography etc.) for use by the SAMS application team and customer Programs.  
Task 3:  SAMS Customer/Program Support
The contractor shall provide integration, operation, change, and maintenance support for IT applications integrated with the SAMS ICAM service. This includes CDC Programs and IT application teams consuming a variety of SAMS services included authentication, API security and routing, secure data transport, Office/O365 resources, and cloud.  

a. Support interested CDC IT Programs/applications as they evaluate the SAMS services and its potential ability to meet their needs. This includes evaluating the application’s technical requirements, architecture, and software to make recommendations specific to the feasibility of a SAMS integration.  This also includes working with the Programs to ensure they understand how SAMS works and the impact it will have on their user population and Program.  
b. Work with Programs to integrate their IT applications into SAMS non-production environments for testing and evaluation.  SAMS can support multiple integration options included agency, SAML, and Oauth.  Support programs as they integrated with SAMS production and complete production deployments and on-board users.  
c. Support integrated Programs as they make changes to their IT applications that required SAMS support (ie. tech refresh, cloud migration etc.) as these changes may require updates in SAMS.
d. Support Programs as they troubleshoot issues related to the ICAM services being provided by SAMS to their integrated IT applications.  This can include technical or process related issues associated with the integrated application, its end users, its administrators, or issues in SAMS.  
e. Support reporting, documentation, and administrative requests by integrated Programs.  For example, generating a report that shows all active users associated with a specific Program authorization group in SAMS or modifying Program Activity Administrators (AAs) in SAMS. 
f. Evaluate and track enhancement requests escalated by end users and integrated Programs.  Track enhancements requests by cost and difficulty and, working in concert with CDC leadership, work to integrate enhancements when possible.   
Task 4:  End User Support
The contractor shall provide support for appropriate escalations by SAMS end users.  End users include external partners with profiles managed by SAMS, HHS staff with profiles provided by a federated trust with HHS AMS, and escalations by other federal agency users.   

Note:  The end user support requirement outlined in this contract is defined as ‘Tier 2/3’ support only.  Tier 2/3 support is an escalation or support issue that required SAMS application team involvement.  General end user issue escalations, labeled as ‘Tier 1’, including identity proofing submissions, are not included as part of this contract.

a. Support end user issue escalations that are triaged and labeled as Tier 2/3 indicating they require SAMS application support team involvement.  This is estimated to be approximately 10 tickets per day.  
b. Create and maintain as needed accurate and effective end user documentation to ensure users can complete requested tasks and correctly access their SAMS integrated applications.  As appropriate, make end user documentation available to end users via the SAMS external login page and/or the SAMS SSO Portal.  End user documentation should exist for all SAMS services and components end users interact with including on-boarding, authentication, authorization, secure file transfer, API management and security, Entrust, O365 and SharePoint. 
Task 5:  Vulnerability Remediation 
The contractor shall provide support for the identification, coordination, and remediation of vulnerabilities associated with the SAMS system and its components.  This includes being aware of vulnerabilities that are associated with SAMS but may fall to other groups (networking or operations) to ultimately remediate.  In these situations, the contractor should be aware of the vulnerabilities and engaged in the associated remediation and timeline.

a. Support timely remediation of SAMS related vulnerabilities received from various reporting and monitoring groups including CDC CSPO, the DSO Information System Security Officer (ISSO), the US Department of Homeland Security (DHS), results identified by CDC contracted penetration testing, and HHS.  This includes vulnerabilities identified at any level – critical, high, medium, and low.
b. Support the process, while working closely with the DSO ISSO, to establish a Plan of Action and Milestone (POA&M) for any vulnerabilities that require a long-term remediation plan.  Ensure, for any vulnerability that results in the creation of a POA&M, that remediation milestone are met and progress is clearly tracked and communicated to Program leadership and the ISSO.
c. Ensure changes association with vulnerability remediation are properly applied across all non-production and SAMS production environments, properly tested, and adhere to CDC’s change control process when applicable.  
Task 6:  CDC Initiatives Support
The contractor shall periodically support CDC in evaluating new initiatives and related changes in SAMS to support new areas of agency focus and/or mission priorities.   As a large federal agency CDC’s support of its public health mission is constantly evolving.  As the mission and focus evolves, frequently so does the associated technology.  As a system that supports access to agency resources by people outside of CDC, SAMS is frequently a critical component in realizing these initiatives.  Some of these initiatives may translate into requirement for new functionality in SAMS.     

Task 7:  Federated Trusts and PIV 
The contractor shall support the federated trust functionality and underlying technology in SAMS for current and future application integrations.  SAMS supports SAML and Oauth which are primarily used to integrate applications hosted outside the CDC network (cloud, AWS, Azure etc.).  In these situations SAMS normally functions as the Identity Provider (IDP) with the integrating technology application serving as the Service Provider (SP).  SAMS provides the ‘identity’ while the target application provides the ‘service’ although this relationship can be figured in multiple ways.  

a. Support current and future federated trust relationships using the Oauth and SAML standards.  This includes the standard IDP to SP configuration but also unique configuration where SAMS might also function as a SP.  Both SP initiated and IDP initiated authentication should be supported.
b. Support the federated integration between SAMS and the HHS AMS system.  This includes supporting and understanding the technical architecture and processes that allows all active HHS staff profiles to automatically exist in SAMS.  The integration with HHS AMS also facilitates SAMS support of the Personal Identity Verification (PIV) card for federal staff access.  This functionality is required for SAMS compliance with Homeland Security Presidential Directive 12 (HSPD-12).  
c. Support efforts, both technical and advisory, to evaluate future IDP integration partners like Login.gov and ID.me.  These partnerships are needed to ensure CDC can quickly scale-up collaborative access with external partners as required.  Support the SAMS integration with these partners if needed.   
d. Support directory services functionality in SAMS to ensure that externally hosted (cloud, Azure, etc.) applications have access to CDC use profile data.  Multiple mechanisms in SAMS supports this functionality including RadiantLogic and custom PowerShell scripts.
e. Work with applications, Programs, and outside entities (HHS for example) as needed to troubleshoot and resolve issues associated with established federate trusts.  
f. Supports the annual certificate update and meta-data exchange that SAMS facilitates as the IDP. This update occurs annually and must be closely coordinated with integrated Programs and their designated points-of-contact.  Support the associated communications campaign to appropriate notify impacted Programs and make them aware of what actions are required. 
Task 8:  Digital Identity Support 
The contractor shall provide technical support for the SAMS identity proofing (identity validation) process currently integrated with SAMS.  This process is comprised of heavily customized workflows using Broadcom Identity Minder and Experian PreciseID.  A manual identity verification option also exists for applicants that are unable to complete the Experian process or opt out.  The manual process relies heavily on customized workflows and the SAMS Secure File Transfer solution built using Accellion Kiteworks.  Support for the operation, maintenance, and enhancement of the current identity validation process is required.   
 
a. Support the technical operations and maintenance of the current identity verification processes in SAMS. This includes the Experian integration, the Accellion Kiteworks integration, and associated customized workflows.  
b. Track and maintain proper licensing for both the Accellion Kiteworks and Experian service.  Both software products are licenses using a consumption-based model.  When licensing needs to be renewed, understand proper leads time and coordinate with SAMS Program leadership appropriately.
c. Support issues escalations and resolution associated with the technical operation of all identity verification services integrated with SAMS.
d. Understand and stay abreast of policy requirements and technical impacts defined in the evolving NIST 800-63 guidance (A, B, and C) and its implications on the current SAMS identity proofing process.  
e. As NIST and other federal policy guidance on these topics evolves, and new requirement are defined, work with Program leadership and the SAMS team to introduce new processes, services, or functionality to stay compliance with NIST guidance. 
f. Understand the process and technology currently implemented in SAMS that support the existing identity proofing process (electronic authentication level), new Level of Assurance (LOA 1&2 requirements and their associated impacts on current processes.  Also understand and manage the current processes in SAMS for ‘step up’ authentication and its associated impacts on user identity verification.
Task 9:  ICAM Advisory Support 
The contractor shall support CDC, the SAMS program, integrated IT applications, and end users as experts in identity, credentialling, and access management.  This includes understand the current state of the ICAM subject and related topics as well as where the technology is headed and how it is evolving.  The contractor should play a critical role in evaluating and defining the roadmap of external partner authentication and working to support collaborative changes in SAMS and its processes.  In coordination with CDC the contractor should work to realize roadmap milestones, stay compliance with federal policy, and strive to continue implementing improvement to ease the burden placed on users while maintain agency security.  CDC is constantly striving for an external partner authentication solution that can facilitate secure, but quickly scalable access for authorized users.  

Task 10:  SAMS Certificate and Accreditation (C&A) Support 
The contractor shall support CDC’s C&A process to ensure that SAMS and its services/components are approved to operate on the CDC network. 

a. Manage vulnerability remediation, associated POA&Ms, patching, and upgrades in a timely manner with clear coordination and visibility to Program leadership and the ISSO.   
b. Support the SAMS annual Business Continuity Plan (BCP) to ensure the SAMS distracter recovery (DR) strategy is operational and reliable.  Test the SAMS DR strategy and support the annual BCP test and develop associated documentation to document test results once complete.
c. Support renewal activity associated with the SAMS C&A process and track and make appropriate updates to the existing C&A as SAMS services evolving or new functionalities are introduced.  
d. Ensure that new servers brought online are properly configured, scanned, and hardened in alignment with CDC/CSPO requirements.  Ensure that servers that are decommissioned are promptly removed from the network and properly retired.  
SECTION 5  GOVERNMENT FURNISHED MATERIALS

CDC will provide contractor personnel with adequate workspace and material such as personal computer, desk, chair, and similar items.  The CDC will not provide cell phones or similar equipment to contractors. Additionally, the CDC will only provide computers, printers, etc., to contractor employees working on-site. For contractor employees working off-site, the CDC will not provide GFE, except when necessary for access to the CDC network via VPN, Site VPN, CITGO and Leased Line. There may be rare instances where unique GFE requirements may apply and will be handled on an individual basis.  Any variation will be subject to Contracting Officer and Contracting Officer Representative’s approval. Contractor personnel will be required to have CDC issued PIV cards and may be required to travel, at their expense or that of their contract company, to a PIV Card Issuance Facility (PCIF).

SECTION 6  PLACE OF PERFORMANCE:

The Contractor may be required to work at the CDC on-site location in the Atlanta metro area. The contractor may telework with prior authorization from the CDC project officer.  

Centers for Disease Control and Prevention
2877 Brandywine Road
Atlanta, GA 30341

In the event Government facilities are closed due to inclement weather, potentially hazardous or unsafe conditions, or other special circumstances, contractor personnel assigned to work within those facilities are automatically dismissed. Notwithstanding the terms of this clause, the contractor shall comply with any specific contract terms that require a level of ongoing support for critical operations during times of facility closure. The contractor may also continue to provide support under a scheduled telework arrangement in accordance with the terms of the contract if the contract expressly authorizes telework in writing.


SECTION 7  DELIVERABLES/REPORTING SCHEDULE

	#
	DELIVERABLE TITLE
	DUE DATE
	FREQUENCY

	1
	Kick off meeting 
	Within 10 days of award
	One-Time

	2
	Contract management plan
	30 Calendar Days After contract award
	Updated as Needed, Changes Highlighted in Monthly Status Report

	3
	Routine Communications Call Notes
	Meeting Minutes provided within 2 days of scheduled calls
	Based on call schedule agreed upon at kick-off meeting

	4
	Contract Monthly Status Report, to include: 
· Accomplishments during the reporting period and significant events regarding the task order;
· Deliverables submitted or progress on deliverable products, 
· Any current or anticipated problems, risks and solutions proposed, 
· Brief summary of activity planned for the next reporting period, 
· Milestones for the tasks with dates of anticipated accomplishments
to be reviewed monthly with the COR
	10th Calendar Day of the Month or Next Business Day
	Monthly

	5 
	Strategic planning process outline
	30 days after contract award
	One-time

	6
	Strategic plan

	Initial:  120 days after contract award
Revised: annually 
	Once each period of performance

	9
	Implementation Tracking Status Report
	Initial: 6 months after award; 
	Quarterly 

	11
	Process optimization proposal

	30 days after CDC approval to move forward on selected process optimization
	2-4 processes per performance period

	12
	Issue escalation/ticket report
	Initial: 30 days after contract award
	Quarterly



All materials will be submitted electronically in MS-compatible format that meets CDC standards and is readily available at CDC (e.g. MS Office (Word, Excel, PowerPoint), PDF, or a format best suited to the deliverable and approved by the COR). All reporting requirements and written deliverables as part of this contract will be supplied to the project Contracting Officer Representative (COR). Acceptance of any written deliverables is pending CDC COR review and correction to any resulting comments, to be confirmed in writing and documented in the closet following monthly report. Any schedule of interim deliverables may be revised according to CDC acceptance of an updated written work plan by the COR during the project with the restriction that these changes must not impact the overall period of performance, scope, or specifications of the award, or otherwise impinge on the authority of the contracting officer. It is the responsibility of the contractor to fully understand what changes require contracting officer approval
. 
Due to the nature of this work, sensitive materials may be handled by the contractor. Documents and information will be safeguarded as described in federal regulations.

Rights in Data:  
The Contractor is prohibited from publicizing or disseminating information without the prior written approval of the Contracting Officer’s Representative. All data and products developed under this task order shall become and remain the property of the Government.

SECTION 12    Support Hours

Contractor's anticipated support services shall be provided for an 8-hour period (excluding lunch time), between the core hours of 8:30 a.m. and 5:00 p.m. Eastern Time, Monday through Friday, excluding Federal holidays, and extending to accommodate jurisdictions in other time zones as needed. 

Observance of Legal Holidays and Administrative Leave (Government Facilities Performance)
(a) Holidays.
Government personnel observe the following listed days as holidays:

New Year’s Day				Labor Day
Martin Luther King’s day			Columbus Day
President’s Day				Veteran’s Day
Memorial Day				Thanksgiving Day
Independence Day			Christmas Day

Any other day designated by Federal Statute
Any other day designated by Executive Order
Any other day designated by Presidential proclamation

For purposes of contract performance, the Contractor shall observe the above holidays on the date observed by the Government. Observance of such days shall not be cause for an additional period of performance or entitlement to compensation except as otherwise set forth in the contract. No form of holiday or other premium compensation will be reimbursed, however this does not preclude reimbursement for overtime work authorized in writing by the Contracting Officer.  
(b) Unscheduled Facility Closures
In the event Government facilities are closed due to inclement weather, potentially hazardous or unsafe conditions, or other special circumstances, contractor personnel assigned to work within those facilities are automatically dismissed. Notwithstanding the terms of this clause, the contractor shall comply with any specific contract terms that require a level of ongoing support for critical operations during times of facility closure. The contractor may also continue to provide support under a scheduled telework arrangement in accordance with the terms of the contract if the contract expressly authorizes telework in writing.  
(c) Cost Impact
Accounting for costs associated with an unscheduled facility closure is unique to each contract and depends upon a number of factors such as:
	i)   Contract type, e.g. Fixed Price, Time and Materials, or Cost Reimbursement.
	ii)  Contractor's established management and accounting practices for   
            unproductive time.
	iii) The inclusion and applicability of other contract clauses.
iv) The ability of the contractor to mitigate costs by reassigning employees to work on other contracts, to work from a different facility, or to work remotely from home in accordance with contract telework provisions.

Removing Devices with CDC Information from CDC Premises
Contractor shall scan all media (CDC, DVD, portable hard drives, thumb drives, etc.) used for upgrading and installing the vendor’s software/firmware with antivirus software that has the latest virus signatures.  The scans shall occur before using the media in a CDC computer and when moving the media between CDC computers. 

If in the performance of this contract the contractor must replace an information storage device (hard drive, non-volatile flash memory module, etc.) or service equipment offsite, the contractor must remove the information storage device(s) from the equipment and provide it to CDC to be either destroyed or erased.  The contractor shall not bring off-site any part of the equipment they are servicing that contains CDC data.


SECTION 13    TELEWORK 

Telework may be allowed for contractors in the event Government facilities are closed due to inclement weather, potentially hazardous or unsafe conditions, or other special circumstances on an approved basis by the COR.


SECTION 14    ACCESS REQUIREMENTS

Wearing and prominent display of the CDC identification badge (HHS 576 CDC) is mandatory during tours of duty if working onsite. Exception: The ID badge will not be worn in work areas when it will obstruct or interfere with the wearing of safety equipment/clothing or when the working environment is not conducive to support this requirement.


SECTION 15   TRANSITION AND SUCCESSION

The Contractor shall have a transition and succession plan that demonstrates the capability to ensure a smooth transition with current contracts and/or successor contracts with a minimum of disruption to customer services. At the end of the contract period, the Contractor may be required to continue performance to complete tasks issued prior to the effective date of any successor contract, unless terminated by the Contracting Officer. The Contractor shall also be expected to work with the follow-on Contractor(s) to ensure a smooth transition.


SECTION 16    TRAINING AND TRAVEL 

1. Training for contractor staff 
The Contractor, at its own expense, shall perform training of its employees, except:
 
a. The Government will provide orientation and training on specific department, unit, site, programs or education requirements, policies, and procedures peculiar to the work to be performed by the Contractor. 
b. If the Contractor changes employees during the performance of tasks frequently enough to interfere with  Government operations and impose a burden on Government training staff, the Contractor will be subject to training cost negotiation, in addition to review of whether performance levels have been met. 
c. Limited training of Contractor employees may be authorized and submitted in writing between the COR and the Contractor Manager (i.e., when the client changes software systems during the performance of an ongoing task and it is determined to be in the best interest of the Government to retain a Contractor employee for corporate experience and familiarity with the project in progress.) 
d. The Government will not authorize training for Contractor employees to attend seminars, symposiums, or user group conferences unless certified by the Contractor’s Manager that attendance is mandatory for the performance of task requirements and such training is approved in advance by the COR and the Contracting Officer. 
e. Training at Government expense shall not be authorized for replacement personnel for the sole purpose of keeping Contractor employees abreast of advances in the state-of-the-art technology or for training Contractor employees on equipment, computer languages, and computer operating systems for which training is available on the commercial market. 
f. When the Government has given prior approval for training to meet special requirements that are peculiar to a particular task order, the Government will reimburse the Contractor for tuition, travel, and per diem as required in accordance with Federal Travel Regulations, as well as for labor hours at the rate designated in the task for the particular skill level. 
g. The Contractor shall assume full responsibility for keeping Contractor employees abreast of advances in state-of-the-art technologies. 

1. Travel Expenses 

The Contractor shall support travel, as approved by the COR, primarily to enable short-term (2 months or less) assignments of contractors to assist individual jurisdictions. 

a. Each individual order may identify the need for travel expenses, either local and/or individual trips necessary to complete tasks as incidental costs. 


SECTION 17   SPECIFIC REQUIREMENTS

a. Contract Management and Control - the Contractor shall provide the planning, coordination, technical direction, and surveillance of the activities necessary to assure disciplined work performance to accomplish all work under the contract. The Contractor shall be responsible for maintaining communication with the Contracting Officer (CO) and Contracting Officer’s Representative (COR), and to immediately notify both the CO and the COR of any problems that would prevent timely performance of work issued under this contract. 

b. The Contractor shall prepare and submit badge ID, cardkey request forms, etc. for all Contractor staff on-boarding and/or changing locations, if requested by the GTL or COR. Any update information should be provided in the monthly reports or in the monthly meetings with management and the COR.

c.  Contractor Training – except for certain Government required training, the contractor at his own expense shall provide training as necessary for the contractor’s personnel.  

d. Contract Closeout - The contractor shall submit a final invoice within forty-five (45) calendar days after the end of the Performance of Period. After the final invoice has been paid the contractor shall furnish a completed and signed Release of Claims to the Contracting Officer. This release of claims is due within fifteen (15) calendar days of final payment.

e. Continuity of Support - Personal services shall not be performed under this contract. Although the Government may provide sporadic or occasional instructions within the scope of the contract, the Contractor is responsible for control and supervision of its employees. If the Contractor (including its employees) believes any Government action or communication has been given that would create a personal services relationship between the Government and any Contractor employee, the Contractor shall promptly notify the Contracting Officer of this communication or action.  

f. The contractor shall comply with, and ensure their employees and subcontractors comply with, CDC Policy titled “Identification of Contractors' Employees and Safeguarding Government Information.” No Contractor employee shall hold him or herself out to be a Government employee, agent, or representative. No Contractor employee shall state orally or in writing at any time that he or she is acting on behalf of the Government. In all communications with third parties in connection with this contract, Contractor employees shall identify themselves as Contractor employees and specify the name of the company for which they work. The contractor is limited to performing the services identified in the contract statement of work and shall not interpret any communication with anyone as a permissible change in contract scope or as authorization to perform work not described in the contract. All contract changes will be incorporated by a modification signed by the Contracting Officer.

g. The Contractor shall ensure that all of its employees and subcontractor employees working on this contract are informed of the substance of this clause.  The Contractor agrees that this is a non-personal services contract; and that for all the purposes of the contract, the Contractor is not, nor shall it hold itself out to be an agent or partner of, or joint venture with, the Government.  The Contractor shall notify its employees that they shall neither supervise nor accept supervision from Government employees. The substance of this clause shall be included in all subcontracts at any tier. 

h. Nothing in this clause shall limit the Government's rights in any way under any other provision of the contract, including those related to the Government's right to inspect and accept or reject the services performed under this contract.  

SECTION 19    Overtime:   Overtime is not authorized.


SECTION 20 Disposition and Use of Data 

All materials developed or information of whatever nature resulting from work being performed under this contract shall not be submitted for publication or dissemination without the prior review and written approval of the Contracting Officer’s Representative.


SECTION 21 - Access to HHS Electronic Mail 

If it determined that Contractor staff will need access to HHS electronic mail, all Contractor staff that have access to and use of HHS electronic mail (e-mail) must identify themselves as contractors on all outgoing e-mail messages, including those that are sent in reply or are forwarded to another user. To best comply with this requirement, the contractor staff shall set up an e-mail signature ("AutoSignature") or an electronic business card ("V-card") on each contractor employee's computer system and/or Personal Digital Assistant (PDA) that will automatically display 404-498-xxxx"Contractor" in the signature area of all e-mails sent.


SECTION 22 – POINT OF CONTACT INFORMATION
The Point of Contact (POC) for this procurement is: 

 XXXXX, MPH RD
 COR/POC
 Centers for Disease Control and Prevention
 Center for Surveillance, Epidemiology, and Laboratory Services (CSELS)
 Office of the Director 
 2400 Century Center – Floor 6, MS-E94
 Atlanta, Georgia 30345

Telephone Number: XXXXX
 E-mail Address: XXXXX

 Preferred method of communication:  via email


SECTION 23 - CONTRACTING OFFICER TECHNICAL REPRESENTATIVE (COR)

NAME: XXXXX, MPH RD, Center for Surveillance, Epidemiology and Laboratory Services (CSELS) will be the COR for the resultant contract.  Upon award, all questions regarding the technical aspects of the Indefinite-Delivery, Indefinite-Quantity Contract shall be referred to the COR. The COR is not authorized to make any changes to the work to be performed under this contract. Each order place against this Indefinite-Delivery, Indefinite-Quantity Contract will have an assigned COR to oversee the scope of services to be performed. Any questions regarding a specific order shall be referred to the COR assigned to the order. Any changes in the work or the price of the order must be referred to the Contracting Officer for final decision.

SECTION 27 – Evaluations Factors

The following criterion will be evaluated according to the soundness, practicality, and feasibility of the Contractor’s proposal:
1) Technical Approach and Understanding of the Problem			50 pts
The Offeror shall provide an analysis of the task requirements to indicate their understanding of the task requirements, operating environment and the task order objectives. The Offeror shall provide a description of their technical approach for providing the services requested in the Statement of Work.

2) Past Performance							35 pts
The Offeror shall provide past performance examples that demonstrate similar work

3) Staffing and Management Approach					15 pts
The Offeror shall provide a staffing matrix showing type and number of staffing resources readily available for the effort, including breakdowns by skill sets, security clearances and any related technical certifications. The matrix of proposed personnel shall also include their experience, education, skills, and qualifications to do the job; and resumes for proposed employees (limited to two (2) pages per resume). The offeror shall also provide a description of their approach to rapidly obtain and/or replace qualified staffing resources to support existing tasks.

2.  Price Evaluation:
A price analysis of the quote will be conducted to determine the reasonableness of the
Contractor’s price as compared to rates determined by the U.S. Department of Labor.

The Price Quote shall at minimum consist of the following:  Introduction, table of contents, overview, and description of estimating and/or accounting practices acceptable by Government standards.  Offerors shall include proposed elements of total price broken down by each CLIN and further to each task. The Offeror must complete a Pricing Table giving a detailed cost breakdown of the total cost or NTE amount by task or labor categories, labor hours, and labor rates used, and then calculating the total amount for the base period and each option period.  A price analysis of the quote will be conducted to determine the reasonableness of the Contractor’s price quote.  

Additionally, as this is a performance based acquisition, the contractor is required to propose a performance based payment schedule based upon tasks completed, submission of approved deliverables and task order milestones achieved within each period.










Recommended Clauses/Provisions (Required for Clearances):

 Other requirements

a.  “The Paperwork Reduction Act of 1995 (PRA): Offeror should be advised that any activities involving information collection (i.e., posing similar questions or requirements via surveys, questionnaires, telephonic requests, focus groups, etc.) from 10 or more non-Federal entities/persons, including States, are subject to PRA requirements and may require CDC to coordinate an Office of Management and Budget (OMB) Information Collection Request clearance prior to the start of information collection activities. This would also include information sent to or obtained by CDC via forms, applications, reports, information systems, and any other means for requesting information from 10 or more persons; asking or requiring 10 or more entities/persons to keep or retain records; or asking or requiring 10 or more entities/persons to disclose information to a third-party or the general public.”

HHSAR Provision, 352.239-73: Electronic and Information Technology Accessibility Notice 
(a) Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d), as amended by the Workforce Investment Act of 1998 and the Architectural and Transportation Barriers Compliance Board Electronic and Information (EIT) Accessibility Standards (36 CFR part 1194), require that when Federal agencies develop, procure, maintain, or use electronic and information technology, Federal employees with disabilities have access to and use of information and data that is comparable to the access and use by Federal employees who are not individuals with disabilities, unless an undue burden would be imposed on the agency. Section 508 also requires that individuals with disabilities, who are members of the public seeking information or services from a Federal agency, have access to and use of information and data that is comparable to that provided to the public who are not individuals with disabilities, unless an undue burden would be imposed on the agency. 
 
(b) Accordingly, any offeror responding to this solicitation must comply with established HHS EIT accessibility standards. Information about Section 508 is available at http://www.hhs.gov/web/508. The complete text of the Section 508 Final Provisions can be accessed at http://www.access-board.gov/sec508/standards.htm.  
 
(c) The Section 508 accessibility standards applicable to this contract are: 1194. 
205 WCAG 2.0 Level A & AA Success Criteria 
302 Functional Performance Criteria 
502 Inoperability with Assistive Technology 
503 Applications 
504 Authoring Tools 
602 Support Documentation 
603 Support Services  
 
In order to facilitate the Government's determination whether proposed EIT supplies meet applicable Section 508 accessibility standards, offerors must submit an HHS Section 508 Product Assessment Template, in accordance with its completion instructions. The purpose of the template is to assist HHS acquisition and program officials in determining whether proposed EIT supplies conform to applicable Section 508 accessibility standards. The template allows offerors or developers to self-evaluate their supplies and documentation detail - whether they conform to a specific Section 508 accessibility standard, and any underway remediation efforts addressing conformance issues. Instructions for preparing the HHS Section 508 Evaluation Template are available under Section 508 policy on the HHS Web site http://hhs.gov/web/508.  
 
In order to facilitate the Government's determination whether proposed EIT services meet applicable Section 508 accessibility standards, offerors must provide enough information to assist the Government in determining that the EIT services conform to Section 508 accessibility standards, including any underway remediation efforts addressing conformance issues. 
  
(d) Respondents to this solicitation must identify any exception to Section 508 requirements. If a offeror claims its supplies or services meet applicable Section 508 accessibility standards, and it is later determined by the Government, i.e., after award of a contract or order, that supplies or services delivered do not conform to the  accessibility standards, remediation of the supplies or services to the level of conformance specified in the contract will be the responsibility of the Contractor at its expense. 
  



(e) Electronic content must be accessible to HHS acceptance criteria.  Checklist for various formats are available at http://508.hhs.gov/, or from the Section 508 Coordinator listed at https://www.hhs.gov/web/section-508/additional-resources/section-508-contacts/index.html. Materials that are final items for delivery should be accompanied by the appropriate checklist, except upon approval of the Contracting Officer or Representative.   
  
(End of provision) 
  
ADDITIONAL CLAUSES AND PROVISIONS

A. Baseline Security Requirements 

1) Applicability. The requirements herein apply whether the entire contract or order (hereafter “contract”), or portion thereof, includes either or both of the following: 

a. Access (Physical or Logical) to Government Information: A Contractor (and/or any subcontractor) employee will have or will be given the ability to have, routine physical (entry) or logical (electronic) access to government information. 

b. Operate a Federal System Containing Information: A Contractor (and/or any subcontractor) employee will operate a federal system and information technology containing data that supports the HHS mission. In addition to the Federal Acquisition Regulation (FAR) Subpart 2.1 definition of “information technology” (IT), the term as used in this section includes computers, ancillary equipment (including imaging peripherals, input, output, and storage devices necessary for security and surveillance), peripheral equipment designed to be controlled by the central processing unit of a computer, software, firmware and similar procedures, services (including support services), and related resources. 

2) Safeguarding Information and Information Systems. In accordance with the Federal Information Processing Standards Publication (FIPS)199, Standards for Security Categorization of Federal Information and Information Systems, the Contractor (and/or any subcontractor) shall: 

a. Protect government information and information systems in order to ensure: 

•     Confidentiality, which means preserving authorized restrictions on access and disclosure, 
       based on the security terms found in this contract, including means for protecting personal 
       privacy and proprietary information; 
•      Integrity, which means guarding against improper information modification or destruction, 
       and ensuring information non-repudiation and authenticity; and 
•      Availability, which means ensuring timely and reliable access to and use of information. 

b. Provide security for any Contractor systems, and information contained therein, connected to an HHS network or operated by the Contractor on behalf of HHS regardless of location. In addition, if new or unanticipated threats or hazards are discovered by either the agency or contractor, or if existing safeguards have ceased to function, the discoverer shall immediately, within one (1) hour or less, bring the situation to the attention of the other party. 

c. Adopt and implement the policies, procedures, controls, and standards required by the HHS Information Security Program to ensure the confidentiality, integrity, and availability of government information and government information systems for which the Contractor is responsible under this contract or to which the Contractor may otherwise have access under this contract. Obtain the HHS Information Security Program security requirements, outlined in the HHS Information Security and Privacy Policy (IS2P), by contacting the CO/COR or emailing fisma@hhs.gov. 

d. Comply with the Privacy Act requirements and tailor FAR clauses as needed. 

Information Security Categorization. In accordance with FIPS 199 and National Institute of Standards and Technology (NIST) Special Publication (SP) 800-60, Volume II: Appendices to Guide for Mapping Types of Information and Information Systems to Security Categories, Appendix C, and based on information provided by the ISSO, CISO, or other security representative, the risk level for each Security Objective and the Overall Risk Level, which is the highest watermark of the three factors (Confidentiality, Integrity, and Availability) of the information or information system are the following: 

Confidentiality:		               [ x ] Low [ ] Moderate [ ] High 
Integrity:			 [ x] Low [ ] Moderate [ ] High 
Availability: 			 [x ] Low [ ] Moderate [ ] High 
Overall Risk Level: 		 [x ] Low [ ] Moderate [ ] High 

Based on information provided by the ISSO, Privacy Office, system/data owner, or other security or privacy representative, it has been determined that this solicitation/contract involves: 

[x] No PII	 [ ] Yes PII

4)   Personally Identifiable Information (PII). Per the Office of Management and Budget (OMB) Circular A-130, “PII is information that can be used to distinguish or trace an individual's identity, either alone or when combined with other information that is linked or linkable to a specific individual.” Examples of PII include, but are not limited to the following: social security number, date and place of birth, mother’s maiden name, biometric records, etc. 
PII Confidentiality Impact Level has been determined to be: [ x] Low [ ] Moderate [ ] High 

5)    Controlled Unclassified Information (CUI). CUI is defined as “information that laws, regulations, or Government-wide policies require to have safeguarding or dissemination controls, excluding classified information.” The Contractor (and/or any subcontractor) must comply with Executive Order 13556, Controlled Unclassified Information, (implemented at 32 CFR, part 2002) when handling CUI. 32 C.F.R. 2002.4(aa) As implemented the term “handling” refers to “…any use of CUI, including but not limited to marking, safeguarding, transporting, disseminating, re-using, and disposing of the information.” 81 Fed. Reg. 63323. All sensitive information that has been identified as CUI by a regulation or statute, handled by this solicitation/contract, shall be: 

a.   marked appropriately; 

b.   disclosed to authorized personnel on a Need-To-Know basis; 

c.   protected in accordance with NIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations applicable baseline if handled by a Contractor system operated on behalf of the agency, or NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations if handled by internal Contractor system; and 

d.    returned to HHS control, destroyed when no longer needed, or held until otherwise directed. 
Destruction of information and/or data shall be accomplished in accordance with NIST SP 800-88, Guidelines for Media Sanitization. 

6)    Protection of Sensitive Information. For security purposes, information is or may be sensitive because it requires security to protect its confidentiality, integrity, and/or availability. The Contractor (and/or any subcontractor) shall protect all government information that is or may be sensitive in accordance with OMB Memorandum M-06-16, Protection of Sensitive Agency Information by securing it with a FIPS 140-2 validated solution. 

7)     Confidentiality and Nondisclosure of Information. Any information provided to the contractor (and/or any subcontractor) by HHS or collected by the contractor on behalf of HHS shall be used only for the purpose of carrying out the provisions of this contract and shall not be disclosed or made known in any manner to any persons except as may be necessary in the performance of the contract. The Contractor assumes responsibility for protection of the confidentiality of Government records and shall ensure that all work performed by its employees and subcontractors shall be under the supervision of the Contractor. Each Contractor employee or any of its subcontractors to whom any HHS records may be made available or disclosed shall be notified in writing by the Contractor that information disclosed to such employee or subcontractor can be used only for that purpose and to the extent authorized herein. 

The confidentiality, integrity, and availability of such information shall be protected in accordance with HHS and [CDC] policies. Unauthorized disclosure of information will be subject to the HHS/[CDC] sanction policies and/or governed by the following laws and regulations: 


a. 18 U.S.C. 641 (Criminal Code: Public Money, Property or Records); 
b. 18 U.S.C. 1905 (Criminal Code: Disclosure of Confidential Information); and 
c. 44 U.S.C. Chapter 35, Subchapter I (Paperwork Reduction Act). 

Internet Protocol Version 6 (IPv6). All procurements using Internet Protocol shall comply with OMB Memorandum M-05-22, Transition Planning for Internet Protocol Version 6 (IPv6). 



9)   Government Websites. All new and existing public-facing government websites must be securely configured with Hypertext Transfer Protocol Secure (HTTPS) using the most recent version of Transport Layer Security (TLS). In addition, HTTPS shall enable HTTP Strict Transport Security (HSTS) to instruct compliant browsers to assume HTTPS at all times to reduce the number of insecure redirects and protect against attacks that attempt to downgrade connections to plain HTTP. For internal-facing websites, the HTTPS is not required, but it is highly recommended. 

10)   Contract Documentation. The Contractor shall use provided templates, policies, forms and other agency documents to comply with contract deliverables as appropriate. 


XV.  Standard for Encryption Language.  The Contractor (and/or any subcontractor) shall: 

a.   Comply with the HHS Standard for Encryption of Computing Devices and Information to prevent unauthorized access to government information. 

b.    Encrypt all sensitive federal data and information (i.e., PII, protected health information [PHI], proprietary information, etc.) in transit (i.e., email, network connections, etc.) and at rest (i.e., servers, storage devices, mobile devices, backup media, etc.) with FIPS 140-2 validated encryption solution. 

c.    Secure all devices (i.e.: desktops, laptops, mobile devices, etc.) that store and process government information and ensure devices meet HHS and CDC-specific encryption standard requirements. Maintain a complete and current inventory of all laptop computers, desktop computers, and other mobile devices and portable media that store or process sensitive government information (including PII). 

d.    Verify that the encryption solutions in use have been validated under the Cryptographic Module Validation Program to confirm compliance with FIPS 140-2. The Contractor shall provide a written copy of the validation documentation to the COR. 

e.    Use the Key Management system on the HHS personal identification verification (PIV) card or establish and use a key recovery mechanism to ensure the ability for authorized personnel to encrypt/decrypt information and recover encryption keys. Encryption keys shall be provided to CDC Office of Chief Information Security Officer (OCISO). 

12)    Contractor Non-Disclosure Agreement (NDA). Each Contractor (and/or any subcontractor) employee having access to non-public government information under this contract shall complete the CDC non-disclosure agreement, as applicable. A copy of each signed and witnessed NDA shall be submitted to the Contracting Officer (CO) and/or CO Representative (COR) prior to performing any work under this acquisition. 

13)    Privacy Threshold Analysis (PTA)/Privacy Impact Assessment (PIA) – The Contractor shall assist the CDC Senior Official for Privacy (SOP) or designee with conducting a PTA for the information system and/or information handled under this contract in accordance with HHS policy and OMB M-03-22, Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002. 

a. The Contractor shall assist the CDC SOP or designee in reviewing the PIA at least every three years throughout the system development lifecycle (SDLC)/information lifecycle, or when determined by the CDC SOP that a review is required based on a major change to the system (e.g., new uses of information collected, changes to the way information is shared or disclosed and for what purpose, or when new types of PII are collected that could introduce new or increased privacy risks), whichever comes first. 

B. Training 

1)    Mandatory Training for All Contractor Staff. All Contractor (and/or any subcontractor) employees assigned to work on this contract shall complete the applicable HHS/CDC Contractor Information Security Awareness, Privacy, and Records Management training (provided upon contract award) before performing any work under this contract. Thereafter, the employees shall complete CDC Security Awareness Training (SAT), Privacy, and Records Management training at least annually, during the life of this contract. All provided training shall be compliant with HHS training policies. 

2)    Role-based Training. All Contractor (and/or any subcontractor) employees with significant security responsibilities (as determined by the program manager) must complete role-based training (RBT) within 60 days of assuming their new responsibilities. Thereafter, they shall complete RBT at least annually in accordance with HHS policy and the HHS Role-Based Training (RBT) of Personnel with Significant Security Responsibilities Memorandum. 

All HHS employees and contractors with SSR who have not completed the required training within the mandated timeframes shall have their user accounts disabled until they have met their RBT requirement. 

3)    Training Records. The Contractor (and/or any subcontractor) shall maintain training records for all its employees working under this contract in accordance with HHS policy. A copy of the training records shall be provided to the CO and/or COR within 30 days after contract award and annually thereafter or upon request. 

C. Rules of Behavior 

1)     The Contractor (and/or any subcontractor) shall ensure that all employees performing on the contract comply with the HHS Information Technology General Rules of Behavior. 


2)     All Contractor employees performing on the contract must read and adhere to the Rules of Behavior before accessing Department data or other information, systems, and/or networks that store/process government information, initially at the beginning of the contract and at least annually thereafter, which may be done as part of annual CDC Security Awareness Training. If the training is provided by the contractor, the signed ROB must be provided as a separate deliverable to the CO and/or COR per defined timelines above. 

D. Incident Response 

FISMA defines an incident as “an occurrence that (1) actually or imminently jeopardizes, without lawful authority, the integrity, confidentiality, or availability of information or an information system; or (2) constitutes a violation or imminent threat of violation of law, security policies, security procedures, or acceptable use policies. The HHS Policy for IT Security and Privacy Incident Reporting and Response further defines incidents as events involving cybersecurity and privacy threats, such as viruses, malicious user activity, loss of, unauthorized disclosure or destruction of data, and so on. 

A privacy breach is a type of incident and is defined by Federal Information Security Modernization Act (FISMA) as the loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any similar occurrence where (1) a person other than an authorized user accesses or potentially accesses personally identifiable information or (2) an authorized user accesses or potentially accesses personally identifiable information for an other than authorized purpose. 

OMB Memorandum M-17-12, “Preparing for and Responding to a Breach of Personally Identifiable Information” (03 January 2017) states: 

Definition of an Incident: 
An occurrence that (1) actually or imminently jeopardizes, without lawful authority, the integrity, confidentiality, or availability of information or an information system; or (2) constitutes a violation or imminent threat of violation of law, security policies, security procedures, or acceptable use policies.
Definition of a Breach: 

The loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any similar 
occurrence where (1) a person other than an authorized user accesses or potentially accesses personally identifiable information or (2) an authorized user accesses or potentially accesses personally identifiable information for an other than authorized purpose. 

It further adds: 

A breach is not limited to an occurrence where a person other than an authorized user potentially accesses PII by means of a network intrusion, a targeted attack that exploits website vulnerabilities, or an attack executed through an email message or attachment. A breach may also include the loss or theft of physical documents that include PII and portable electronic storage media that store PII, the inadvertent disclosure of PII on a public website, or an oral disclosure of PII to a person who is not authorized to receive that information. It may also include an authorized user accessing PII for an other than authorized purpose. 


The HHS Policy for IT Security and Privacy Incident Reporting and Response further defines a breach as “a suspected or confirmed incident involving PII”. 


Contracts with entities that collect, maintain, use, or operate Federal information or information systems on behalf of CDC shall include the following requirements:

The contractor shall cooperate with and exchange information with CDC officials, as deemed necessary by the CDC Breach Response Team, to report and manage a suspected or confirmed breach. 

2)   All contractors and subcontractors shall properly encrypt PII in accordance with OMB Circular A-130 and other applicable policies, including CDC-specific policies, and comply with HHS-specific policies for protecting PII. To this end, all contractors and subcontractors shall protect all sensitive information, including any PII created, stored, or transmitted in the performance of this contract so as to avoid a secondary sensitive information incident with FIPS 140-2 validated encryption. 

3)    All contractors and subcontractors shall participate in regular training on how to identify and 
       report a breach. 

4)    All contractors and subcontractors shall report a suspected or confirmed breach in any medium as soon as possible and no later than 1 hour of discovery, consistent with applicable CDC IT acquisitions guidance, HHS/CDC and incident management policy, and United States Computer Emergency Readiness Team (US-CERT) notification guidelines. To this end, the Contractor (and/or any subcontractor) shall respond to all alerts/Indicators of Compromise (IOCs) provided by HHS Computer Security Incident Response Center (CSIRC) or CDC Computer Incident Response Team (CSIRT) within 24 hours via email at csirt@cdc.gov or telephone at 866-655-2245, whether the  response is positive or negative. 

5)    All contractors and subcontractors shall be able to determine what Federal information was or could have been accessed and by whom, construct a timeline of user activity, determine methods and techniques used to access Federal information, and identify the initial attack vector. 

6)    All contractors and subcontractors shall allow for an inspection, investigation, forensic analysis, and any other action necessary to ensure compliance with HHS/CDC Policy and the HHS/CDC Breach Response Plan and to assist with responding to a breach. 

7)    Cloud service providers shall use guidance provided in the FedRAMP Incident Communications Procedures when deciding when to report directly to US-CERT first or notify CDC first. 

8)     Identify roles and responsibilities, in accordance with HHS/CDC Breach Response Policy and the HHS/CDC Breach Response Plan. To this end, the Contractor shall NOT notify affected individuals unless and until so instructed by the Contracting Officer or designated representative. If so instructed by the Contracting Officer or representative, all notifications must be pre-approved by the appropriate CDC officials, consistent with HHS/CDC Breach Response Plan, and the Contractor shall then send CDC- approved notifications to affected individuals; and, 

9)   Acknowledge that CDC will not interpret report of a breach, by itself, as conclusive evidence that the contractor or its subcontractor failed to provide adequate safeguards for PII. 
E. Position Sensitivity Designations 

All Contractor (and/or any subcontractor) employees must obtain a background investigation commensurate with their position sensitivity designation that complies with Parts 1400 and 731 of Title 5, Code of Federal Regulations (CFR). 

The requiring activity representative, in conjunction with Personnel Security, shall use the OPM Position Sensitivity Designation automated tool (https://www.opm.gov/investigations/) to determine the sensitivity designation for background investigations. After making those determinations, include all applicable position sensitivity designations. 

F. Homeland Security Presidential Directive (HSPD)-12 

The Contractor (and/or any subcontractor) and its employees shall comply with Homeland Security Presidential Directive (HSPD)-12, Policy for a Common Identification Standard for Federal Employees and Contractors; OMB M-05-24; FIPS 201, Personal Identity Verification (PIV) of Federal Employees and Contractors; HHS HSPD-12 policy; and Executive Order 13467, Part 1 §1.2.

For additional information, see HSPD-12 policy at: https://www.dhs.gov/homeland-security-presidential-directive-12



Roster. The Contractor (and/or any subcontractor) shall submit a roster by name, position, e-mail address, phone number and responsibility of all staff working under this acquisition where the Contractor will develop, have the ability to access, or host and/or maintain a government information system(s). The roster shall be submitted to the COR and/or CO by the effective date of this contract. Any revisions to the roster as a result of staffing changes shall be submitted immediately upon change. The COR will notify the Contractor of the appropriate level of investigation required for each staff member. 
If the employee is filling a new position, the Contractor shall provide a position description and the Government will determine the appropriate suitability level.

G.   Contract Initiation and Expiration 

1)     General Security Requirements. The Contractor (and/or any subcontractor) shall comply with information security and privacy requirements, Enterprise Performance Life Cycle (EPLC) processes, HHS Enterprise Architecture requirements to ensure information is appropriately protected from initiation to expiration of the contract. All information systems development or enhancement tasks supported by the contractor shall follow the HHS EPLC framework and methodology and in accordance with the HHS Contract Closeout Guide (2012). 

HHS EA requirements may be located here: https://www.hhs.gov/ocio/ea/documents/proplans.html 
CDC EPC Requirements: https://www2a.CDC.gov/CDCup/library/other/eplc.htm

2)     System Documentation. Contractors (and/or any subcontractors) must follow and adhere to NIST SP 800-64, Security Considerations in the System Development Life Cycle, at a minimum, for system development and provide system documentation at designated intervals (specifically, at the expiration of the contract) within the EPLC that require artifact review and approval. 

3)    Sanitization of Government Files and Information. As part of contract closeout and at expiration of the contract, the Contractor (and/or any subcontractor) shall provide all required documentation to the CO and/or COR to certify that, at the government’s direction, all electronic and paper records are appropriately disposed of and all devices and media are sanitized in accordance with NIST SP 800-88, Guidelines for Media Sanitization. 

4)    Notification. The Contractor (and/or any subcontractor) shall notify the CO and/or COR and system ISSO before an employee stops working under this contract. 

5)    Contractor Responsibilities Upon Physical Completion of the Contract. The contractor (and/or any subcontractors) shall return all government information and IT resources (i.e., government information in non-government-owned systems, media, and backup systems) acquired during the term of this contract to the CO and/or COR. Additionally, the Contractor shall provide a certification that all government information has been properly sanitized and purged from Contractor-owned systems, including backup systems and media used during contract performance, in accordance with HHS and/or CDC policies. 

6)    The Contractor (and/or any subcontractor) shall perform and document the actions identified in the CDC Out-Processing Checklist (http://intranet.cdc.gov/od/hcrmo/pdfs/hr/Out_Processing_Checklist.pdf) when an employee terminates work under this contract. All documentation shall be made available to the CO and/or COR upon request. 

HHS EA requirements may be located here: https://www.hhs.gov/ocio/ea/documents/proplans.html 
CDC EPC Requirements: https://www2a.CDC.gov/CDCup/library/other/eplc.htm

H.  Records Management and Retention 

The Contractor (and/or any subcontractor) shall maintain all information in accordance with Executive Order 13556 -- Controlled Unclassified Information, National Archives and Records Administration (NARA) records retention policies and schedules and HHS policies and shall not dispose of any records unless authorized by HHS.

In the event that a contractor (and/or any subcontractor) accidentally disposes of or destroys a record without proper authorization, it shall be documented and reported as an incident in accordance with HHS policies.





SECTION D - CLAUSES
	HHSAR 352.222-70
	Contractor Cooperation in Equal Employment Opportunity Investigations (Dec 2015)

	HHSAR 352.224-71
	Confidential Information (Dec 2015)

	HHSAR 352-231-70
	Salary Rate Limitation (Dec 2015)

	HHSAR 352.239-73
	Electronic and Information Technology Accessibility Notice (Dec 2015)

	HHSAR 352.239-74
	Electronic and Information Technology Accessibility (Dec 2015)



FAR 52.252-2 Clauses Incorporated By Reference (Feb 1998)
This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):
https://www.acquisition.gov/?q=browsefar  (End of clause)
FAR 52.217-8 Option to Extend Services (Nov 1999) 

The Government may require continued performance of any services within the limits and at the rates specified in the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the Contractor within 30 days. (End of Clause)
FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 days; provided, that the Government gives the Contractor a preliminary written notice of its intent to extend at least 30 days before the contract expires. The preliminary notice does not commit the Government to an extension.
(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.
(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 24 months. (End Clause)
52.217-7 Option for Increased Quantity-Separately Priced Line Item - MAR 1989
The Government may require the delivery of the numbered line item, identified in the Schedule as an option item (CLIN 1001-02), in the quantity and at the price stated in the Schedule, up to the maximum quantity identified in the numbered line item. The Contracting Officer may exercise the optional CLIN by written notice to the Contractor within the period of performance of the CLIN.  The vendor will be notified in writing by email, at least 7 days before the option to acquire more hours/staff if exercised. After that written notification, a unilateral modification will be issued to actually exercise the option and order the services. (End of clause) 



CDCA_G001 – Invoice Submission  (Jul 2017)
(a) The Contractor shall submit the original contract invoice/voucher to the address shown below: The Centers for Disease Control and Prevention
Office of Financial Resources (OFR)
P.O. Box 15580 Atlanta, GA 30333

Or – The Contractor may submit the original invoice via facsimile or email: Fax: 404-638-5324
Email: FMOAPINV@CDC.GOV

NOTE:  Submit to only one (1) of the above locations.

(b) The contractor shall submit 2 copies of the invoice to the cognizant contracting office previously identified in this contract. These invoice copies shall be addressed to the attention of the Contracting Officer.

(c) The Contractor is	, is not	required to submit a copy of each invoice directly to the Contracting Officer’s Representative (COR) concurrently with submission to the Contracting Officer.X
X


(d) In accordance with 5 CFR part 1315 (Prompt Payment), CDC's Office of Financial Resources is the designated billing office for the purpose of determining the payment due date under FAR 32.904.

(e) The Contractor shall include (as a minimum) the following information on each invoice:

(1) Contractor’s Name & Address
(2) Contractor’s Tax Identification Number (TIN)
(3) Purchase Order/Contract Number and Task Order Number, if Appropriate
(4) Invoice Number
(5) Invoice Date
(6) Contract Line Item Number and Description of Item
(7) Quantity
(8) Unit Price & Extended Amount for each line item
(9) Shipping and Payment Terms
(10) Total Amount of Invoice
(11) Name, title and telephone number of person to be notified in the event of a defective invoice
(12) Payment Address, if different from the information in (c)(1).
(13) DUNS + 4 Number
(14) Electronic funds transfer (EFT) banking information 
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EXHIBIT I
Centers for Disease Control and Prevention (CDC) 
Contractor Non-Disclosure Agreement

[bookmark: NonDisclosure]I. Non-public Information
 
[bookmark: _Hlk39676970][Name of contractor] understands that in order to fulfill the responsibilities pursuant to [contract name and number] between the Centers for Disease Control and Prevention and [Name of CDC contractor] dated [date], employees of [contractor] will have access to non-public information, including confidential and privileged information contained in government-owned information technology systems. For purposes of this agreement, confidential information means government information that is not or will not be generally available to the public. Privileged information means information which cannot be disclosed without the prior written consent of the CDC. 
 
In order to properly safeguard non-public information, [contractor] agrees to ensure that prior to being granted access to government information or the commencement of work for the CDC, whichever is applicable, all contractor employees will sign a Non-Disclosure Agreement (NDA) provided by the CDC prior to beginning work for the CDC. Contractor agrees to submit to the Contracting Officer the original signed copies of NDAs signed by the contractor’s employees in accordance with the instructions provided by the Contracting Officer. Failure to provide signed NDAs in accordance with this agreement and instructions provided by the Contracting Officer could delay or prevent the employee from commencing or continuing work at the CDC until such agreement is signed and returned to the Contracting Officer. 
 
Contractor further agrees that it will not cause or encourage any employee to disclose, publish, divulge, release, or make known in any manner or to any extent, to any individual other than an authorized Government employee any non-public information that the employee may obtain in connection with the performance of the employee’s responsibilities to the CDC. 
 
II. Procurement-Sensitive Information
 
Contractor further agrees that it will not cause or encourage any employee to disclose, publish, divulge, release, or make known in any manner or to any extent, to any individual, other than an authorized Government employee, any procurement-sensitive information gained while in connection with fulfilling the employee’s responsibilities at the CDC. For purposes of this agreement, procurement-sensitive information includes, but is not limited to, all information in Statements of Work (SOW), Procurement Requests (PR), and Requests for Proposal (RFP); Responses to RFPs, including proposals, questions from potential offerors; non-public information regarding procurements; all documents, conversations, discussions, data, correspondence, electronic mail (e-mail), presentations, or any other written or verbal communications relating to, concerning, or affecting proposed or pending solicitations or awards; procurement data; contract information plans; strategies; source selection information and documentation; offerors’ identities; technical and cost data; the identity of government personnel involved in the solicitation; the schedule of key technical and procurement events in the award determination process; and any other information that may provide an unfair competitive advantage to a contractor or potential contractor if improperly disclosed to them, or any of their employees. 
 
Contractor understands and agrees that employee access to any procurement-sensitive information may create a conflict of interest which will preclude contractor from becoming a competitor for any acquisition(s) resulting from this information. Therefore, if an employee participates in any discussions relating to procurement-sensitive information, assists in developing any procurement-sensitive information, or otherwise obtains any procurement-sensitive information while performing duties at the CDC, contractor understands and agrees that contractor may be excluded from competing for any acquisition(s) resulting from this information. 


III.    Identification of Non-Government Employees
 
Contractor understands that its employees are not agents of the Government. Therefore, unless otherwise directed in writing by the CDC, contractor agrees to assist and monitor employee compliance with the following identification procedures: 
 
A.   At the beginning of interactions with CDC employees, employees of other governmental entities, and members of the public (when such communication or interaction relates to the contractor’s work with the CDC), contractors’ employees will identify themselves as an employee of a contractor. 
B.   Contractors’ employees will include the following disclosures in all written communications, including outgoing electronic mail (e-mail) messages, in connection with contractual duties to the CDC:

Employee’s name
Name of contractor
Center or office affiliation
Centers for Disease Control and Prevention

C.   At the beginning of telephone conversations or conference calls, contractors’ employees will identify themselves as an employee of a contractor. 
D.   Contractors’ employees should not wear any CDC logo on clothing, except for a CDC issued security badge while carrying out work for CDC or on CDC premises. The only other exception is when a CDC management official has granted permission to use the CDC logo.
E.   Contractors’ employees will program CDC voice mail message to identify themselves as an employee of a contractor. 
 
I understand that federal laws including, 18 U.S.C. 641 and 18 U.S.C. 2071, provide criminal penalties for, among other things, unlawfully removing, destroying or converting to personal use, or use of another, any public records. Contractor acknowledges that contractor has read and fully understands this agreement.
 
Name of contractor: ___________________________________
 
Signature of Authorized Representative of Contractor:_________________________________
 
Date:________________
 
Copies retained by: Contracting Officer and contractor 


EXHIBIT II

Centers for Disease Control and Prevention (CDC) 
Contractors’ Employee Non-Disclosure Agreement
 
I. Non-Public Information
 
I understand that in order to fulfill my responsibilities as an employee of [Name of CDC contractor], I will have access to non-public information, including confidential and privileged information contained in government-owned information technology systems. For purposes of this agreement, confidential information means government information that is not or will not be generally available to the public. Privileged information means information which cannot be disclosed without the prior written consent of the CDC. 
 
I, [Name of Employee], agree to use non-public information only in performance of my responsibilities to the CDC. I agree further that I will not disclose, publish, divulge, release, or make known in any manner or to any extent, to any individual other than an authorized Government employee, any non-public information that I may obtain in connection with the performance of my responsibilities to the CDC. 
 
II. Procurement-Sensitive Information
 
I further agree that unless I have prior written permission from the CDC, I will not disclose, publish, divulge, release, or make known in any manner or to any extent, to any individual other than an authorized Government employee, any procurement-sensitive information gained in connection with the performance of my responsibilities to the CDC. I specifically agree not to disclose any non-public, procurement-sensitive information to employees of my company or any other organization unless so authorized in writing by the CDC. For purposes of this agreement, procurement-sensitive information includes, but is not limited to, all information in Statements of Work (SOW), Procurement Requests (PR), and Requests for Proposal (RFP); Responses to RFPs, including proposals, questions from potential offerors; non-public information regarding procurements; all documents, conversations, discussions, data, correspondence, electronic mail (e-mail), presentations, or any other written or verbal communications relating to, concerning, or affecting proposed or pending solicitations or awards; procurement data; contract information plans; strategies; source selection information and documentation; offerors’ identities; technical and cost data; the identity of government personnel involved in the acquisition; the schedule of key technical and procurement events in the award determination process; and any other information that may provide an unfair competitive advantage to a contractor or potential contractor if improperly disclosed to them, or any of their employees.
 
I understand and agree that my access to any procurement-sensitive information may create a conflict of interest which will preclude me, my current employer, or a future employer from becoming a competitor for any resulting government acquisition derived from this information. Therefore, if I participate in any discussions relating to procurement-sensitive information, assist in developing any procurement-sensitive information, or otherwise obtain any procurement-sensitive information while performing my duties at the CDC, I understand and agree that I, my current employer, and any future employer(s) may be excluded from competing for any resulting acquisitions. 

 
III. Special Non-Disclosure Agreement for Contractors with Access to CDC Grants Management and Procurement-Related Information Technology Systems
 
In addition to complying with the non-disclosure requirements and safeguards stated above, I understand that my authorization to use CDC’s grants management and procurement systems is strictly limited to the access and functions necessary for the performance of my responsibilities to the CDC and which have been approved in advance by the CDC. I understand that I am not authorized to enter procurement requests for any requirements pertaining to contracts or subcontracts held by me or my employer. 





IV.    Identification as a Non-Government Employee
 
I understand that as an employee of a government contractor, I represent an independent organization and I am not an agent of the Government. Therefore, I agree that unless I have prior written authorization from the CDC, I will, at the beginning of interactions with CDC employees, employees of other governmental entities, members of the public (when such communication or interaction relates to the contractor’s work with the CDC), identify myself as an employee of a contractor. I further agree to use the following identification procedures in connection with my work at the CDC:
 
A. I will include the following disclosures in all written communications, including outgoing electronic mail (e-mail) messages:
 
Employee’s name
Name of contractor
Center or office affiliation
Centers for Disease Control and Prevention
  
B. I will identify myself as an employee of a contractor at the beginning of telephone conversations or conference calls; 
C. I will not wear any CDC logo on clothing, except for a CDC issued security badge while carrying out work for CDC or on CDC premises; the only other exception is when a CDC management official has granted permission to use the CDC logo.
D. I will program my CDC voice mail message to identify myself as a contractors’ employee. 
 
I understand that federal laws including, 18 U.S.C. 641 and 18 U.S.C. 2071, provide criminal penalties for, among other things, unlawfully removing, destroying or converting to personal use, or use of another, any public records. I acknowledge that I have read and fully understand this agreement.
 
Name of contractor: ___________________________________
 
Name of Employee:___________________________
 
Signature of Employee:_________________________________
 
Date:________________
 
Copies retained by: Contracting Officer, contractor, and Contractor Employee
















[bookmark: _Hlk41410900][bookmark: _Hlk41410831]
CDC42.0002 Evaluation of Contractor Performance Utilizing CPARS (Apr 2015)

In accordance with FAR 42.15, the Centers for Disease Control and Prevention (CDC) will review and evaluate contract performance. FAR 42.1502 and 42.1503 requires agencies to prepare evaluations of contractor performance and submit them to the Past Performance Information Retrieval System (PPIRS). The CDC utilizes the Department of Defense (DOD) web-based Contractor Performance Assessment Reporting System (CPARS) to prepare and report these contractor performance evaluations. All information contained in these assessments may be used by the Government, within the limitations of FAR 42.15, for future source selections in accordance with FAR 15.304 where past performance is an evaluation factor.

The CPARS system requires a contractor representative to be assigned so that the contractor has appropriate input into the performance evaluation process. The CPARS contractor representative will be given access to CPARS and will be given the opportunity to concur or not-concur with performance evaluations before the evaluations are complete. The CPARS contractor representative will also have the opportunity to add comments to performance evaluations.

The assessment is not subject to the Disputes clause of the contract, nor is it subject to appeal beyond the review and comment procedures described in the guides on the CPARS website. Refer to: www.cpars.gov for details and additional information related to CPARS, CPARS user access, how contract performance assessments are conducted, and how Contractors participate. Access and training for all persons responsible for the preparation and review of performance assessments is also available at the CPARS website.

The contractor must provide the CDC contracting office with the name, e-mail address, and phone number of their designated CPARS representative who will be responsible for logging into CPARS and reviewing and commenting on performance evaluations. The contractor must maintain a current representative to serve as the contractor representative in CPARS. It is the contractor’s responsibility to notify the CDC contracting office, in writing (letter or email), when their CPARS representative information needs to be changed or updated. Failure to maintain current CPARS contractor representative information will result in the loss of an opportunity to review and comment on performance evaluations.






